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ABSTRACT	
Development and analysis of privacy management models in online social networks 
based on communication privacy management theory 
Advisor: Il-Yeol Song, Ph.D. 
 
Online social networks (OSNs), while serving as an emerging means of communication, 
promote various issues of privacy. Users of OSNs encounter diverse occasions that lead 
to invasion of their privacy, e.g., published conversation, public revelation of their 
personally identifiable information, and open boundary of distinct social groups within 
their social network. However, social networking websites seldom support user needs in 
privacy while users expect experience of privacy management as they do in real life. 
There is a fundamental discrepancy between natural way of user's privacy experience and 
design of usable privacy in OSNs. In order to understand how people make decisions of 
their privacy management in OSNs, examination of conceptual structure is needed. The 
goals of this dissertation are identifying research constructs and developing models of 
user’s privacy management behavior, and testing the constructs and the models based on 
meaningful hypotheses. Throughout analyses, we identified research constructs based on 
Communication Privacy Management theory, developed a set of causal models showing 
influence of user traits and perceptions on their behavior of privacy management in OSNs, 
and tested a set of hypotheses using Structural Equation Modeling. The results indicate 
that users with collectivistic trait are less likely to manage privacy in OSNs while male 
users and female users do not show difference. Users are less likely to manage privacy 
when their motivation of disclosure is self-presentation while they are more likely to 
manage privacy when it is for communication. In addition, users are more likely to 
manage privacy when the context of privacy management relates to higher unwillingness 
x 
 
to communicate and more active self-disclosure. Our models show that influence to 
privacy is multi-dimensional and thus, patterns of user behavior in regards to privacy 
management vary. Established models are significant in that they can be used in various 
ways; first, they provide users with a basis for educational material of privacy 
management in OSNs; second, designers of user experience can make reference to the 
models while designing usable privacy for their services, and; finally, they provide 
researchers with foundational findings for further research in privacy management in 
OSNs. 
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1. PROBLEM	DEFINITION	
 
 OSNs are becoming a primary method of communication on the internet. A 
survey (Duggan & Brenner, 2013) identified that 67 percent of internet users in United 
States use social networking websites. More people on the internet are making gradual 
transition from one-way user experience engineered by hyperlinks to interactive user 
experience enabled by social interactions with other users. The exponential growth of 
OSNs, however, while offering a greater range of opportunities for communication and 
information sharing, raises issues in privacy, especially, in relation to managing private 
information while communicating with others. 
 Users of OSNs encounter diverse threats to their privacy; e.g., from public 
revelation of their personally identifiable information, from published communication, 
and due to open boundary of distinct social groups within their social network. Revealing 
personal information is unavoidable in order to use the service from OSN websites. 
Personal information is shown to others in the form of “profile” and used as identity that 
defines oneself within the OSNs. Oftentimes, identity in OSNs is identical to the one in a 
real life because communication in OSN is closely related to experience of the real life. 
However, unlike the real life, personal information in OSNs is extremely difficult to be 
under control of the information owner. The profile information in OSN can be collected 
by entities that are capable of endangering privacy, e.g., data miners and cybercriminals. 
It is not only the profile but also published communication that can reveal about a user. 
Sometimes form-free information can tell much more than profile information if the 
information is inferred correctly. Information can be revealed from what the user posts or 
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from what others post on the user’s page. For example, birth date can be shared by the 
person by posting “I am 40 as of today,” or by others by posting “Happy 40th birthday!” 
Written communication in OSN, once published, can be read, copied, and reproduced by 
other users who have access to the published message. Since most OSN websites provide 
coarse categorization of social groups, it is difficult for users to control their privacy by 
posting messages only for intended audience. In other words, it is possible that your boss 
can see conversation between you and your coworker gossiping about her in OSNs. 
Although some threats are unavoidable in order to register for and use the service, 
majority of threats are caused from user's voluntary disclosure. Many users consider 
OSNs as an extension of social interaction in real life. This pattern in managing identity 
in OSNs can also be interpreted with a theoretical perspective, that person perception is 
the primary influence of social interaction (Fiske & Taylor, 1991). To maintain their 
social impression and to manage their self-representation, identity in online social 
networks should be based on the real life identity.  
 In this dissertation, we take on the idea that the reason people would reveal 
something private when there exists apparent threat to privacy is due to a discrepancy 
between the experience of privacy management that users expect and design of usable 
privacy in OSNs. First of all, users are not used to the mode of privacy management in 
online social networks. Although, many times, messages they post in public have 
intended receiver, they don’t go through one more step and set up restriction on the 
published message because it’s not the way they usually communicate in the social 
context of face-to-face interaction. But even if users are sensible enough to recognize that 
their postings will be seen by others, and intend to put restriction on the messages, OSNs 
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may not support their needs. For example, on Facebook, information of your work friends 
interacting with their school friends who are strangers to you is shown to you in real time. 
Also, it is not easy to understand all the functionalities and combine them to make 
restrictions as the users exactly want. 
 Research has explored the core idea of privacy on the internet in terms of causal 
models in the form of “Antecedents – Privacy Concern – Behavioral outcomes”. 
Although there are many different contexts and settings for research, conventional trend 
has been focused on the context of e-commerce, based on arbitrary antecedents, privacy 
concerns, and binary decision of service adoption. Different from the area of e-commerce 
where privacy issues mostly concern the vendor’s acquisition of personal information of 
buyers, there exist more complex threats to privacy in the area of OSN, such as published 
communication reached to untargeted audience and public disclosure of personally 
identifiable information. Moreover, OSNs encounter greater possibility of information 
leak since management of privacy depends on both service vendors and users themselves. 
In order to better understand the mechanism of privacy in OSNs, this dissertation 
explores models of privacy in OSNs in relation to user’s perception and strategic 
behavior to manage their privacy. 
 Although existing models (e.g., Tamara Dinev & Hart, 2004; Kim, Ferrin, & Rao, 
2008; Malhotra, Kim, & Agarwal, 2004; Shin, 2010; Son & Kim, 2008) present research 
constructs and the interrelationships among them in relation to privacy on the internet, 
they are limited in discussing issues of privacy in OSNs. They provide a simple 
prediction mechanism of whether or not to use OSN service based on a set of influencing 
constructs such as security, trust, and privacy concerns. However, we claim that 
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understanding user’s responsive behavior is more important than the simple prediction of 
service adoption. In regards to foundations of modeling, they lack in theoretical 
framework as well as relevant research constructs. First, research constructs in relation to 
communication should be adopted. Majority of information flow in OSNs are facilitated 
through communication and interaction among the users.  Therefore, models and research 
constructs developed for e-commerce context are not suitable for OSNs. Second, existing 
models do not base their idea upon well-established theories. Many models do not adopt 
theories or arbitrarily adopt parts of research constructs from theories.  
 Therefore, motivations of this dissertation are two-fold; first, understanding 
privacy and user’s behavior of privacy management in OSNs require a fresh framework 
of conception. In order to demonstrate the framework, this dissertation explores research 
constructs and causal models emphasizing more on communication perspective, and 
second, building a reliable research framework should be based on reliable research 
outcome. This dissertation adopts and tests already established framework (of face-to-
face context) on a new environment (of OSN context). In line with the motivations, the 
objectives of this dissertation are first, creating quantitative models for understanding 
user perception and behavior in the context of managing privacy in OSNs, second, 
adopting conventional theories, previous models, and important constructs to the model 
of privacy management in online social networks and analyzing them, and testing 
meaningful hypotheses constituting the model. 
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1.1. Research Questions 
 
 In order to fulfill the goals of this dissertation, research questions are identified. 
Largely, what we plan to achieve in the research are 1) identifying salient research 
constructs and quantitative measures regarding user’s behavior of privacy management in 
OSNs, 2) developing models of privacy management in OSNs based on well-recognized 
theory, and 3) testing validity of the measurements, statistical significance of each 
relationship, and fitness of the models to user data. Hence, research questions are 
formulated as below; 
 
RQ1: Can we identify a quantitative model of user experience of privacy in online 
social networks? 
 
 Human beings are active agents who can process information for their purpose in 
a given context of interaction. To understand how the processing of information serves 
action, we should investigate how people conceive of the relation between cause and 
effect, i.e., between antecedents and consequent behavior. In other words, how do people 
construct and reason with the causal models we use to represent social phenomena? This 
dissertation particularly investigates how social and communicative antecedents influence 
user behavior of managing private boundary in OSNs.  
 In this dissertation, we present a series of causal models in relation to factors 
regarding “privacy rule development” and “behavior of privacy management” in OSNs. 
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In simple terms, the models show what rules users develop and how they affect user 
behavior of coordinating privacy when using OSN services. Consequently, the models 
assume cause-effect relationship between a list of salient antecedents and the behavior of 
privacy coordination while using OSN services. There has been similar type of research 
about privacy on the internet with a fundamental inquiry, “What is the relationship 
between privacy and other constructs on the internet?” This trend of research most often 
is associated with empirical implications accompanying various nomological models 
regarding online privacy.  
 
RQ2: What are salient research constructs in each criteria of privacy rule development 
in the context of privacy management in online social networks?  
 
 Research constructs constituting the causal models in this dissertation are 
investigated based on larger framework of communication privacy management (CPM) 
theory while each criterion of privacy rule development in CPM are interpreted in terms 
of measurable constructs. Existing research assumes a causal link, i.e., “antecedents – 
privacy concern – behavioral outcome”.  
 Trust, risk, benefit, and vulnerability (Bandyopadhyay, 2009; Casalo, Flavian, & 
Guinaliu, 2007; Tamara Dinev & Hart, 2004; Kim et al., 2008; Malhotra et al., 2004; 
Shin, 2010) are some of the primary antecedents used in the models. Also, studies 
explored personality differences, demographic differences, cultural difference (Bansal, 
Zahedi, & Gefen, 2010; Chen & Rea, 2004; Culnan & Armstrong, 1999; T. Dinev et al., 
2006a, 2006b; T. Dinev & Hart, 2006; Lu, Tan, & Hui, 2004; Sheehan, 1999; Sheehan & 
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Hoy, 2000; Xu, 2007). They are represented in models in relation to adoption of online 
service in the function of privacy concern. The construct of privacy concern, 
consequently, represents the concern weather user’s private information is properly 
maintained by service vendor or not. Behavioral outcome, in many cases, assumes binary 
decision of service adoption. Such models best suit simple case of prediction in the 
context of e-commerce service adoption. However, our models aim at measuring a 
particular type of behavior in coordinating privacy while using OSNs, i.e., information 
sharing behavior. Antecedents are adopted from CPM theory and interpreted so that they 
can be measured in quantitative manner. Conceptually, those constructs are derived from 
gender, culture, motivation, context, and risk benefit evaluation. Regarding the 
behavioral outcome, rather than privacy concern, we investigate the causal link of attitude 
and behavioral intention. Based on the theory of planned behavior, attitudes towards 
sharing private information and behavioral intention to sharing private information are 
investigated along with social pressure of sharing private information and behavioral 
control of sharing private information, as a set. 
  
RQ3: What are the significant relationships among research constructs within the 
model? 
 
 As a method of analysis, this dissertation adopts Structural Equation Modeling 
(SEM). Based on the purpose of analysis, SEM offers various ways of setting up research 
hypotheses. For example, for causal modeling or path analysis, hypotheses investigate 
causal relationships among variables and tests the causal models with a linear equation 
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system. Confirmatory factor analysis (CFA), as part of SEM analysis, hypothesizes the 
structure of the factor loadings and inter-correlations.   
 Previous studies examine interesting relationships between a number of 
antecedents and privacy concerns.  For example, personality (Bansal et al., 2010; T. 
Dinev & Hart, 2006; Lu et al., 2004; Xu, 2007), demographic differences (Chen & Rea, 
2004; Culnan & Armstrong, 1999; Sheehan, 1999; Sheehan & Hoy, 2000), cultural 
background (T. Dinev et al., 2006a, 2006b). Also, other studies investigate the effects of 
privacy concerns on behavioral reactions, such as willingness to disclose information or 
to engage in e-commerce (Casalo et al., 2007; Kim et al., 2008; Malhotra et al., 2004; 
Nov & Wattal, 2009; Yu & Wu, 2007).  
 Based on the CPM, this dissertation offers interpretations of each component of 
privacy rule development. Hypotheses are formulated based on the causal links between 
the privacy rule development, i.e., gender, culture, motivation, context, and risk benefit 
evaluation, and behavioral outcome, i.e., information sharing behavior in OSNs. Detailed 
descriptions and research hypotheses in relation to the research questions will be 
discussed in the method and analysis sections. 
1.2. Contributions and Significance 
 
 Our models will show that influence to privacy is multi-dimensional and thus, 
patterns of user behavior in regards to privacy management vary. Therefore, established 
models are significant in that they can be used in various ways; first, they provide users 
with a basis for educational material of privacy management in online social networks; 
second, designers of user experience can make reference to the models while designing 
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privacy management for their services; finally, they provide researchers with 
foundational findings for further research in privacy management in online social 
networks. 
 This dissertation will discuss contribution in three aspects; first, establishing 
quantitative models of privacy management in OSNs based on well-recognized theory; 
second, identifying research constructs relevant to user’s privacy management in OSNs, 
and; third, testing validity of research constructs and appropriateness of models in the 
context of privacy management in OSNs.  
 The research will develop and present quantitative models of causal relationship 
between criteria of privacy rule development and boundary management operation. 
Moreover, the model adopts and combines Theory of planned behavior and 
Communication privacy management theory in a unified framework for a useful 
application in the context of user experience in online social networks. Lastly in 
theoretical contribution, this research validates the quantitative model of communication 
privacy management with user data. The model’s goodness of fit is tested for 
representative sample data as a way of estimating the model’s accountability in the 
population. 
1.3. Organization of Thesis 
 
 This thesis is organized as follows: In the literature review, we discuss, first, 
existing studies that identified causal models of online privacy, and then, identify and 
analyze theories and models constituting the idea and construct structure of our model. In 
the modeling section, we describe a general procedure of methods in studies utilizing 
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SEM technique, and demonstrate our research problem within using structural equation 
modeling technique. Primarily, we discuss creation of a model, survey implementation 
and data collection, and analysis of the models for our study. In validation and 
interpretation section, our discussion presents evaluations and potential revisions of the 
model while providing interpretations of the analytical results of the study. In the 
discussion section, we briefly discuss implications of the dissertation in theory 
development and application and in practical application to system design. Then we 
summarize our findings and identify future plans in the conclusion section. 
2. LITERATURE	REVIEW	
 
 
 In the background section we discuss the theories we adopted in our model, i.e. 
CPM theory and the TPB in addition to the summary of existing models describing user 
experience of privacy on the internet and in online social networks.  
 
2.1. Existing Models of Privacy in Online Social Networks 
 
 
 A number of studies have built causal models explaining mechanisms of user 
privacy on the internet. Many of them cover issues when users make decisions of 
exposing their private information in exchange for service use, such as online shopping, 
internet banking, or the use of internet in general. Also, a limited number of studies 
address issues of privacy when users communicate with other users in addition to the 
service use in the context of OSN. Our review is not limited to studies regarding OSN 
since, many times, both research paradigm are closely related. In reviewing previous 
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studies, we categorize approaches by the purpose of model building, i.e., whether they are 
testing conventional theory (i.e., top-down approach) or testing combination of constructs 
for theory building (i.e., bottom-up approach), rather than classification by application 
context. Although the borderline is not clear-cut, reviewing them by purpose will reveal 
some critical aspects of existing studies. 
 Approaches of model building based on conventional theory either employ salient 
constructs within the theoretical framework or borrow construct structure of the theory. 
Studies using such top-down path build models of online privacy frequently based upon 
the TPB (Nov & Wattal, 2009; Shin, 2010; Son & Kim, 2008; Yu & Wu, 2007) by Ajzen 
and Fishbein (Ajzen & Fishbein, 1980; Fishbein & Ajzen, 1975; Fishbein & Ajzen, 2010), 
Technology Acceptance Theory (Lallmahamood, 2007) by Davis et al (1989), and 
Protection Motivation Theory (Chai, Bagchi-Sen, Morrell, Rao, & Upadhyaya, 2009) by 
Rogers (1975). 
 Lallmahamood (2007) explores the impact of perceived security and privacy on 
the intention to use Internet banking.  An extended version of the technology acceptance 
model is used to examine the above perception. Based on a user survey in Malaysia, the 
author indicates that participants have generally agreed that security and privacy are still 
the main concerns while using Internet banking. The research model explains over half of 
the variance of the intention to use Internet banking (R2 = 0.532). The author claims that 
the unexplained 47 percent of variance may be improved by adding other possible factors 
influencing the acceptance of internet banking. Internet security, internet banking 
regulations, and customers’ privacy would remain future challenges of internet banking 
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acceptance. The value of this study may provide an updated literature in the field of 
internet banking acceptance in Malaysia. 
 Yu and Wu (2007), using the theory of reasoned action, examine consumer 
shopping behavior and attitudes toward internet shopping. In their study, the authors 
develop two models of online shopping behavior, i.e., a factor model and an integrative 
model. The models are tested using discriminant function analysis. In the integration 
model, attitude toward one owns likely behavior and subjective norms discriminated most 
strongly, between those who intended to shop online and those who did not. In the factor 
model, store service image and minor reference groups were the variables that 
discriminated most strongly between these two groups of consumers. In this model, the 
nature of the merchandise, the reliability of the shopping facility and major reference 
groups also discriminated well. However, it is indicated that the study has limited 
perspective because it did not consider safety related variables and the sample used for 
the analysis was Taiwanese students who are relatively young to experience online 
shopping to the full degree. 
 Son and Kim (2008) set up two specific goals in their effort to investigate 
complex nature of how users respond to these threats. The first is to develop taxonomy of 
information privacy-protective responses (IPPR).  This taxonomy consists of six types of 
behavioral responses-refusal, misrepresentation, removal, negative word-of-mouth, 
complaining directly to online companies, and complaining indirectly to third-party 
organizations - that are classified into three categories:  information provision, private 
action, and public action.  Their second goal is to develop a model with several salient 
antecedents, concerns for information privacy, perceived justice, and societal benefits 
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from complaining of IPPR, and to show how the antecedents differentially affect the six 
types of IPPR. The results indicate that some discernible patterns emerge in the 
relationships between the antecedents and the three groups of IPPR.  These patterns 
enable researchers to better understand why a certain type of IPPR is similar to or distinct 
from other types of IPPR.  Such an understanding could enable researchers to analyze a 
variety of behavioral responses to information privacy threats in a fairly systematic 
manner.  Overall, this paper contributes to researchers’ theory-building efforts in the area 
of information privacy. 
 Nov and Wattal (2009) explores privacy issues of social computing environment. 
In this study, they extend prior research on internet privacy to address questions about 
antecedents of privacy concerns in social computing communities, as well as the impact 
of privacy concerns in such communities. The results indicate that users' trust in other 
community members, and the community's information sharing norms have a negative 
impact on community-specific privacy concerns. They also identify that community-
specific privacy concerns not only lead users to adopt more restrictive information 
sharing settings, but also reduce the amount of information they share with the 
community. Also, they find that information sharing is impacted by network centrality 
and the tenure of the user in the community.  
 In their research, Chai et al. (2009), examine factors that influence internet users’ 
private information-sharing behavior. Based on a survey of preteens and early teens, 
which are among the most vulnerable groups on the web, this study provides a research 
framework that explains an internet user’s information privacy protection behavior. 
According to the study results, internet users’ information privacy behaviors are affected 
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by two significant factors: 1) users’ perceived importance of information privacy and 2) 
information privacy self-efficacy. The study also found that users believe in the value of 
online information privacy and that information privacy protection behavior varies by 
gender. The findings indicate that educational opportunities regarding internet privacy 
and computer security as well as concerns from other reference groups (e.g., peer, teacher, 
and parents) play an important role in positively affecting the internet users’ protective 
behavior regarding online privacy. 
 Shin (2010) examines security, trust, and privacy concerns with regard to social 
networking Websites among consumers using both reliable scales and measures. She 
proposes an SNS acceptance model by integrating cognitive as well as affective attitudes 
as primary influencing factors, which are driven by underlying beliefs, perceived security, 
perceived privacy, trust, attitude, and intention. Results from a survey of SNS users 
validate that the proposed theoretical model explains and predicts user acceptance of SNS 
substantially well. The model shows excellent measurement properties and establishes 
perceived privacy and perceived security of SNS as distinct constructs. The finding also 
reveals that perceived security moderates the effect of perceived privacy on trust.  
 In contrast to theory based approaches, bottom-up approaches of model testing 
demonstrate contribution to theory building from a selected pool of salient constructs, 
such as trust (Casalo et al., 2007; Kim et al., 2008), risk (Kim et al., 2008), vulnerability 
(Bandyopadhyay, 2009; Tamara Dinev & Hart, 2004), or personal disposition (Deng, 
Wuyts, Scandariato, Preneel, & Joosen, 2010; Malhotra et al., 2004). 
 Malhorta et al. (2004) focus on three distinct, yet closely related, issues. First, 
drawing on social contract theory, the authors offer a theoretical framework on the 
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dimensionality of Internet users' information privacy concerns (IUIPC). Second, the 
authors attempt to operationalize the multidimensional notion of IUIPC using a second-
order construct, and develop a scale for it. Third, the authors propose and test a causal 
model on the relationship between IUIPC and behavioral intention toward releasing 
personal information at the request of a marketer. The results of this study indicate that 
the second-order IUIPC factor, which consists of three first-order dimensions, namely, 
collection, control, and awareness, exhibit desirable psychometric properties in the 
context of online privacy. In addition, their causal model centering on IUIPC fits the data 
satisfactorily and explains a significant amount of variance in behavioral intention, 
suggesting that the proposed model will serve as a useful tool for analyzing online 
consumers' reactions to various privacy threats on the Internet. 
 Dinev and Hart (2004) focuses on the development and validation of an 
instrument to measure the privacy concerns of individuals who use the internet and two 
antecedents, perceived vulnerability and perceived ability to control information. The 
results of exploratory factor analysis support the validity of the measures developed. In 
addition, the regression analysis results of a model including the three constructs provide 
strong support for the relationship between perceived vulnerability and privacy concerns, 
but only moderate support for the relationship between perceived ability to control 
information and privacy concerns. The authors claim that the relationship among the 
hypothesized antecedents and privacy concerns may be one that is more complex than is 
captured in the hypothesized model, in light of the strong theoretical justification for the 
role of information control in the extant literature on information privacy. 
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 Casalo et al. (2007) analyze the influence of perceived web site security and 
privacy, usability and reputation on consumer trust in the context of online banking. The 
paper also analyzes the trust-commitment relationship since commitment is a key 
variable for establishing successful long-term relationships with customers. Their study 
describes the positive effects of security and privacy, usability and reputation on 
consumer trust in a web site in the online banking context. Besides, it also suggests that 
trust has a positive effect on consumer commitment. After the validation of measurement 
scales, the hypotheses are contrasted through structural modeling. They compare the 
hypothesized model with a rival one in order to test the mediating role of trust. They 
claim that web site security and privacy, usability and reputation have a direct and 
significant effect on consumer trust in a financial services web site. In addition, consumer 
trust is positively related to relationship commitment. Also, it is observed that trust is a 
key mediating factor in the development of relationship commitment in the online 
banking context.  
 Kim et al. (2008) develop a theoretical framework describing the trust-based 
decision-making process a consumer uses when making a purchase from a given site, and 
test the proposed model using a Structural Equation Modeling technique on internet 
consumer purchasing behavior, data collected via a Web survey. The results of the study 
show that internet consumers' trust and perceived risk have strong impacts on their 
purchasing decisions. Consumer disposition to trust, reputation, privacy concerns, 
security concerns, the information quality of the Website, and the company's reputation, 
have strong effects on Internet consumers' trust in the Website.  
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 Bandyopadhyay (2009) proposes a theoretical framework to investigate the 
factors that influence the privacy concerns of consumers who use the Internet, and the 
possible outcomes of such privacy concerns. Factors identified as antecedents to online 
privacy concerns are perceived vulnerability to personal data collection and misuse, 
perceived ability to control data collection and subsequent use, the level of Internet 
literacy, social awareness, and background cultural factors.  The possible consequences 
of online privacy concerns are the lack of willingness to provide personal information 
online, rejection of e-commerce, or even unwillingness to use the Internet.  
The model we investigate is based on a communication theory (i.e., 
Communication Privacy Management theory), decomposes interpretive constructs for 
quantitative measurements to enrich the conventional theory for better application in the 
context of OSN. The background theories will be discussed in the next, theoretical 
background, section. Table 1 and 2 summarizes reviewed models and studies above. 
 
 
Study Base theories Research constructs 
Lallmahamood
, 2007 
Technology 
Acceptance Model 
perceived security and privacy   (perceived usefulness / 
perceived ease of use  Intention to use internet banking) 
Yu & Wu, 
2007 
Theory of Reasoned 
Action 
(Subjective norm / attitudes toward internet shopping)  
Intention to shop on internet 
Son & Kim, 
2008 
Theory of Reasoned 
Action 
IP concern / perceived justice / social benefits from 
complaining / information privacy-protective responses 
Nov & Wattal, 
2009 
Theory of Reasoned 
Action 
(Internet privacy concerns  / community norm / trust)  
community privacy concern  content sharing 
Chai, et. al., 
2009 
Protection Motivation 
Theory 
(information privacy self-efficacy  users’ perceived 
importance of information privacy / information privacy 
anxiety) IP protection behavior 
Shin, 2010 Theory of Reasoned 
Action 
security, trust, and privacy concerns   attitude   BI 
Table 1 Existing studies using top‐down approach 
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Study Research constructs 
Malhotra et. al., 
2004 
Internet users' information privacy concerns  (trust  risk)  BI 
Dinev & Hart, 2004 (Vulnerability / ability to control) privacy concerns  
Casalo et. al., 2007 (Usability / security / reputation)  consumer trust  commitment 
Kim, et. al., 2008 (Trust  risk / benefit)  BI  purchase 
Bandyopadhyay, 
2009 
(Internet literacy / social awareness  vulnerability / ability to control)  online 
privacy concern 
Table 2 Existing studies using bottom‐up approach 
 
2.2. Theoretical background 
 
 
 Theories fundamental to this dissertation are Communication Privacy 
Management (CPM) theory (Petronio, 2002) and Theory of Planned Behavior (TPB) 
(Ajzen & Fishbein, 1980; Fishbein & Ajzen, 1975; Fishbein & Ajzen, 2010). First, we 
borrow the basic idea of CPM theory to adopt the primary constructs in our model. CPM 
theory identifies that people control their private information based on the use of personal 
privacy rules. Through developing, learning, and negotiating rules depending on culture, 
gender, motivation, context, and risk / benefit ratio, people coordinate boundary linkages, 
boundary permeability, and boundary ownership. The theory clearly delineates such 
causal relationships in qualitative and interpretive manner. One of the contributions of 
our project includes conceptualizations, operational definitions, and application of 
measurements in quantitative manner to grasp the theory in more realistic sense. Second, 
behavioral mechanism embedded in our model is borrowed from TPB. The theory 
explicates a mechanism of human decision-making process, i.e., a causal link constituting 
a person’s salient beliefs and evaluations, attitude toward a behavior, and behavioral 
intentions. The theory also states that subjective norms, perceived behavioral control and 
attitude toward a behavior jointly determine the behavioral intention. In this section, we 
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discuss how the two theories are used in constituting the models of privacy management 
in OSNs. 
2.2.1. Communication Privacy Management theory (CPM) 
 
 The CPM theory emphasizes that it is necessary to consider communicative 
interactions between people to grasp the management mechanism of private information. 
The theory offers concepts and conceptual structures to help identify the way people 
coordinate rules of privacy management based on a combination of predefined criteria. 
According to Petronio (2002), CPM theory deals with how individuals make decisions to 
disclose private information to others and how this relational process is coordinated. She 
argues that ‘‘boundaries’’ serve as a useful metaphor illustrating that, although there may 
be a flow of private information to others, borders mark ownership lines such that issues 
of control are clearly understood by the communicating partners. CPM supposes that both 
the discloser and the recipient of the disclosure have a degree of agency during the 
process of revealing private information. Boundaries are coordinated by both parties, and 
once a successful disclosure is made, the involved individuals coordinate their boundaries 
so that the private information is co-owned and co-managed appropriately. When 
disclosures occur, the discloser is willingly giving up a degree of control and ownership 
over the private information. Consequently, people make choices to reveal or to conceal 
private information based on criteria and conditions that they perceive as salient. The 
primary idea of CPM is that people have a desire for privacy and the dynamic process of 
revealing and hiding private information constitutes the process of fulfilling the desire. 
Petronio  (2002, 2010)  makes distinct assumptions that  constitute basis for CPM; 
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· People believe they own their private information, 
· When people share information with others, they become co-owners of the 
information and are perceived by the original owner to have “fiduciary” 
responsibilities, 
· Because individuals believe they own rights to their private information, they also 
feel that they should be the ones control their privacy, even when they have given 
access to others forming co-ownership relationships, 
· The way people control the flow of private information is through privacy rules that 
are derived from decision criteria such as gender values, cultural values, motivations, 
risk / benefit evaluation and situational needs, 
· Success of post-access control is accomplished through coordinating and negotiating 
privacy rules with authorized co-owners regarding access to others, 
· Co-ownership forms collective privacy boundaries where contributions of private 
information may be givens by all members, 
· Collective privacy boundaries are regulated through decisions about who else may 
become part of the collective boundary, how much others outside the collective 
boundary should know, and rights to the disclosed information, and 
· Since privacy regulation is often unpredictable, there is a likelihood of “boundary 
turbulence” or the incidence of privacy breakdowns. 
2.2.1.1. Privacy rule management process in CPM 
 
 
 According to Petronio (2002), individuals manage privacy boundaries using a 
rule-based system that guide all facets of the disclosure process, including how 
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boundaries are coordinated between individuals. CPM clearly delineates that people have 
distinct set of attributes when they make decisions about managing their privacy. CPM 
maintains that five factors play into the way we develop our own privacy rules: culture, 
gender, motivation, context, and risk/benefit ratios. 
 Culture  Different cultures cultivate different idea on the value of openness and 
disclosure and they play a critical role in decisions regarding management of privacy 
boundary (Benn & Gaus, 1983). Social behavior of community members is considerably 
influenced by certain expectations they have learned within the cultural boundary 
(Altman, 1977). Altman further explicates that all cultures have some degree of common 
expectations concerning privacy while the behavioral mechanisms to manage and 
regulate the desired level of privacy differ. In other words, distinct rules of managing 
privacy boundary are developed in accordance to given cultural expectations and 
environments available to the members.  
 Issues of communication in relation to culture have been studied to describe 
various degrees of perceptions for certain concepts.  Hofstede (1980) defines four basic 
dimensions for characterizing cultures: power distance, uncertainty avoidance, 
masculinity, and individualism / collectivism. He describes that individualism is the 
tendency to place one’s own needs above others’ needs in one’s in-group. Subsequent 
research has shown individualism to be multidimensional and identified key features of 
increased individualism like tendencies toward self-reliance, self-promotion, competition, 
emotional distance from in-groups and hedonism. Collectivism is also a complex 
construct and can be characterized by closeness to family, family integrity, and 
sociability.  
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 Although Hofstede’s classification of aforementioned characteristics based on 
geo-locational countries is often challenged, it also holds justification to argue that 
cultural boundaries are substantially influenced by physical locations. For example, 
although the United States is a patchwork of many subcultures, Petronio notes that, 
overall, people from U.S. are highly individualistic. This means they have a bias toward 
locking doors, keeping secrets, and preserving privacy. Regarding victims of sexual 
abuse, there’s no firm evidence among Anglos, Hispanics, African Americans, or Asians 
that one group is more at risk than the others. But other researchers have found that there 
is a difference about who suffers in silence. Presumably because of the Asian emphasis 
on submissiveness, obedience, family loyalty, and sex-talk taboos.  
 Gender Similar to culture, gender criteria also potentially influence the way 
different gender perceives the nature of their privacy. Hence, research argues that men 
and women use different sets of criteria to define ownership of private information and 
how they are managed (Petronio & Martin, 1986; Petronio, Martin, & Littlefield, 1984). 
Therefore, based on the research, we can infer that men and women develop distinct rules 
for managing privacy boundaries.  
 Sex role and sex role identity has been studied resulting in more complex analyses 
of gender influence on the management of privacy boundary. Derlega et al (1981) 
discusses relationship between sex typing and disclosure topics. They argue that men, 
than women, are more willing to disclose about private information generally perceived 
as masculine, while women are more willing to reveal about private information in 
relation to feminine topics than men. Particularly, in US culture, men are characterized in 
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terms of achievement, competition, and success, whereas women are viewed in attributes 
of emotionality and sensitivity (Bem, 1974, 1979, 1981). 
 Motivation When people make decisions whether to reveal or hide, their rules 
may reflect their needs surrounding the disclosure of private information. According to 
Taylor (1979), expectations of rewards or costs motivate the decision whether to reveal or 
hide private information. In Petronio (2002), she, citing Franzoi and Davis (1985), 
presents three hypotheses; 1) an expressive needs hypothesis, 2) a self-knowledge need 
hypothesis, and 3) a self-defense need hypothesis. The expressive need hypothesis 
concerns the discloser’s genuine need to express feelings and thoughts to others whereas 
the self-knowledge hypothesis is related to revealing behavior in need of wishing to know 
more about themselves. In contrast, the self-defense hypothesis is manifested when 
people feel the potential risk is too high that they avoid engaging in revealing their 
private information.  
 With its emphasis on social interaction, the CPM theory looks into reciprocity and 
liking and attraction as reasons for revealing private information. Explicating “dyadic 
effect”, Jourard (1971) argues that, in ordinary social relationship, individuals disclose 
their feelings, thoughts, and ideas in order to receive disclosure in return.  In addition, 
when a person likes another, they will be more willing to disclose private information. 
Petronio (2002) discusses attraction and liking as interpersonal motives that can loosen 
privacy boundaries that could not otherwise be breached.  
 In the case of OSNs, we investigate functional motives rather than interpersonal 
motives since mode of communication differs significantly between face-to-face and 
OSN contexts. Previous research suggest that people have various reasons of disclosing 
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private information while blogging (Lee, Im, & Taylor, 2008) and while using OSN 
services (Krasnova, Spiekermann, Koroleva, & Hildebrand3, 2010; Park, Kee, & 
Valenzuela, 2009; Waters & Ackerman, 2011). Among them, self-presentation, 
relationship management, keeping up with trends, information sharing, information 
storage, entertainment, and showing off emerged as eminent motivations. 
 Context  Context in the CPM theory is defined as life changing events and 
consequent influencing criteria that may change individual’s privacy management 
behavior. Life events can temporarily or permanently disrupt the influence of culture, 
gender, and motivation when people craft their rules for privacy. In this sense, context is 
the strongest factor influencing rule development for boundary management and, at the 
same time, a fuzziest concept to define. In our case, we tried to concentrate on the 
definitions and examples provided in Petronio’s (2002) theory, i.e., traumatic and 
therapeutic events that can potentially change one’s life, and what can be responsive 
variables in such situational needs. Although it is hard to generally define, in our 
interpretation, we focus on communication and disclosure. During traumatic events, 
therapeutic events, and in the opposite sense, during happy events, an individual’s 
disclosure of private information depend on whether they are willing to communicate and 
also, whether they are willing to reveal their private information while communicating. In 
this sense, we identified a combination of “unwillingness to communicate” and “self-
disclosure” to represent context. 
 Risk/benefit ratio Risk/benefit ratio is a relative calculation between revealing 
and concealing private information. Typical benefits for revealing are relief from stress, 
gaining social support, drawing closer to the person we tell, and the chance to influence 
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others. Realistic risks are embarrassment, rejection, diminished power, and everyone 
finding out our secret. 
 The overall process of co-managing collective boundaries that Petronio envisions 
isn’t simple. These negotiations focus on boundary ownership, boundary linkage, and 
boundary permeability. Boundary ownership concerns the co-ownership of private 
information and how the confidants come up with the sense of stakes in the information. 
Boundary linkage, in contrast, illustrates the process of the confidant being linked to the 
discloser’s privacy boundary.  Finally, boundary permeability refers to the degree that 
privacy boundaries are penetrable. It is a matter of degree, a degree of depth, width, and 
amount. Figure 1 below illustrates the discussion of CPM above. In CPM, in addition to 
privacy rule foundations and boundary coordination operations, boundary turbulence, 
failure of boundary coordination process, is also discussed. In our model, however, we 
limit the scope to the relationship between privacy rule foundations and boundary 
coordination operations. Among the three boundary coordination operations, our models 
only investigate boundary permeability. 
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Figure 1 Overview of privacy rule development in CPM 
 
2.2.2. The theory of planned behavior 
 
 
 Intentions to perform behaviors of different kinds can be predicted from attitudes 
toward the behavior, subjective norms, and perceived behavioral control; according to 
Ajzen and Fishbein  (1980)  and Fishbein and Ajzen  (1975), these intentions, together 
with perceptions of behavioral control, account for considerable variance in actual 
behavior.  It can be briefly represented in a mathematical function as; 
 
  BI = (AB)1 + (SN)2 + (PBC)3  
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where BI refers to behavioral intentions, AB is attitude towards the behavior, SN  denotes 
subjective norm,  PBC represents perceived behavioral control  and 1,  2, 3  indicate 
weights for each component. Including background factors and actual behavioral control, 
the model of TPB can be presented as in Figure 2 below. 
 
 
Figure 2 The theory of planned behavior as illustrated in Fishbein and Ajzen (2010) 
 
 
Although there is not a perfect relationship between behavioral intention and 
actual behavior, intention can be used as a proximal measure of behavior. This 
observation was one of the most important contributions of the TPB model in comparison 
with previous models of the attitude-behavior relationship. Thus, the variables in this 
model can be used to determine the effectiveness of implementation interventions even if 
there is not a readily available measure of actual behavior. The core research constructs 
we borrow from TPB is described in Figure 3. 
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Figure 3 Core research constructs from TPB 
 
Similar construct structure is used as a basic framework in many studies. In Yu 
and Wu (2007), the theory is used as a framework to analyze the behavioral intentions of 
internet shopping.  The authors develop and demonstrate two models, i.e., a factor model 
and an integration model, to show what variables are good indicators of discrimination 
between those who intend to shop online and those who do not. Son and Kim (2008) 
develop taxonomy of information privacy protective responses (IPPR).  The IPPR 
consists of six types of behavioral responses, i.e., refusal, misrepresentation, removal, 
negative word-of-mouth, complaining directly to online companies, and complaining 
indirectly to third-party organizations. Then, the behavioral responses are classified into 
three categories: information provision, private action, and public action. Along with 
other constructs, e.g., concerns for information privacy, perceived justice, and societal 
benefits from complaining, they show how these factors influence the six types of 
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information privacy protective responses. Shin (2010) examines security, trust, and 
privacy concerns in relation to social networking services (SNS) among consumers.  The 
study proposes an SNS acceptance model by integrating cognitive as well as affective 
attitudes as primary influencing factors, which are driven by underlying beliefs, 
perceived security, perceived privacy, trust, attitude, and intention. 
3. MODELING	
 
 
The method of this study follows generic steps suggested by most studies that 
facilitate SEM techniques as their analytical approach. Figure 4 shows a UML activity 
diagram describing such steps. First, using a qualitative approach, a conceptual model is 
created. In the background section, model development is explicated in terms of theories 
and models, whereas it is recapitulated in relation to modeling components of SEM in 
this section. Then, measurement items for research variables and constructs are created 
and/or adopted and modified depending on availability. Using the identified model and 
measurement items, a user survey is designed and implemented to collect user responses. 
Then, the conceptual model is analyzed using software with the connection to the 
collected user responses. Based on the fitness of data to the model, the model may be 
revised. 
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Figure 4 Generic procedure of SEM (R. B. Kline, 2005) 
 
3.1. Research questions  
 
 
As we discussed in the introduction, research questions are formulated in order to 
examine models of user experience regarding their privacy management in OSNs. 
Questions are organized to identify salient research constructs, develop models based on 
the research constructs and test them for fitness to user data, and define and test statistical 
significance of interrelationship among the research constructs.  RQ1 and RQ3 remains 
the same as those stated in the introduction while RQ2 is reformulated to reflect the 
discussion of CPM theory. Three primary questions are formulated as below; 
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RQ 1. Can we identify quantitative models of user’s privacy management in OSNs? 
RQ 2. What are salient research constructs in each criteria of privacy rule development 
in the context of privacy management in OSNs? 
RQ 3. What are the significant relationships among research constructs within the model? 
3.2. Model composition 
 
Combining the CPM theory and TPB, a model of our interest can be represented 
as below in Figure 5. The diagram shows the overall model including all factors from 
CPM and TPB. The rectangle on the left shows foundations for privacy rule management 
(derived from CPM), while the rectangle on the right contains factors that are related to 
behavioral decision (originated from TPB).  Behavioral component of endogenous 
measure is analyzed as a set; for example, “intention to control boundary permeability” is 
analyzed along with “attitudes towards controlling boundary permeability”, “subjective 
norm about controlling boundary permeability”, and “behavioral control of controlling 
boundary permeability”. Controlling permeability is operationally defined in the later 
section as “Controlling how much private information to share”. 
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Figure 5 A combined model of CPM theory and TPB represented in a model 
 
3.3. Data Collection 
 
 
The survey was implemented using a service from Surveygizmo.com. The sample 
(N=400) was collected mostly from United States (93.2%). Caucasian was the most 
participated race (65.2%, African American 11.3%, and Asian 8.5%; see Figure 6), and 
gender proportion was male, 54.7%, and female, 45.3%. Also, more than 80% of 
participants had higher than college education (See Figure 7). Ages between 30 and 39 
were the most frequent age group (27.5%) and twenties and forties followed in the 
proportion of 24.3% and 19.8%, respectively, as shown in Figure 8. 
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Figure 6 Race distribution of the dataset 
 
 
 
Figure 7 Degree of Education in the dataset 
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Figure 8 Age distribution in the dataset 
 
 
3.4. Questionnaire construction 
 
 
The questionnaire consists of three parts. First, some basic patterns of OSN use 
were asked; frequency of use, length of use, and the method of use. Then, the respondents 
were asked to answer CPM and TPB questions as described in the later sections. The last 
part investigates demographic information such as gender, age, education, race, and 
physical location. In the following sub-sections, we describe how CPM and TPB 
measures are designed. 
3.4.1. Gender Criteria  
 
The impact of gender on privacy rule management is based on the idea that 
different degree of gender orientation is accounted for idiosyncratic patterns of boundary 
management for each gender. For example, ownership of private information can be 
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defined by different sets of criteria by different gender (Petronio & Martin, 1986; 
Petronio et al., 1984). Consequently, they have distinct understanding of advantage and 
disadvantage in concealing and revealing. Other studies (Derlega et al., 1981; Hill & Stull, 
1987) seek difference in the pattern of disclosure from sex role. This is more complex 
line of research than simple comparison between the amount of disclosing between men 
and women in that the mechanism of privacy is explained in relation to types of 
disclosing information as well as social evaluation and expectation of gender role. 
There are a number of measurements for sex role (Bem, 1974; Spence, Helmreich, 
& Strapp, 1975). Gender is a frequently discussed topic of research when it comes to 
social characterizations and behavioral decisions consequential to such biological 
dichotomy. One controversial issue in such research is classification based on biological 
characteristics of gender. In this project, since we are interested in social dynamics of 
gender, gender is measured in terms of continuous score based on existing measure 
containing social implications of expected gender role, Bem Sex Role Inventory (1974, 
1979), i.e., BSRI. The BSRI is a self-report measure of sex role orientation.  
The BSRI has been widely used in different research settings to measure 
stereotypical masculinity and femininity. Authors have challenged the view that the BSRI 
measures global self-concepts of masculinity and femininity, and have concluded that the 
scales measure narrower self-perceptions in relation to socially desirable traits (Spence et 
al., 1975). We especially adopt short form BSRI (Bem, 1981; Colley, Mulhern, Maltby, 
& Wood, 2009). The short form of the BSRI contains 30 items1. The Masculinity scale 
consists of 10 traits traditionally viewed as more desirable for a man than for a woman. 
                                                      
1 Unlike the original study that used masculinity, femininity, and androgyny with 30 items, this dissertation 
used 20 items to classify and compare masculinity and femininity. 
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The Femininity scale consists of 10 traits traditionally viewed as more desirable for a 
woman. Sample items from the Masculinity scale include independent, competitive, and 
aggressive; sample items from the Femininity scale include compassionate, sympathetic, 
and sensitive to the needs of others (Bem, 1981).  
To measure gender traits, survey participants are asked to rate a set of gender 
characterizing words from BSRI, e.g., “aggressive” or “tender”, in a 7 point Likert scale 
spanning from Almost never true (1) to Almost always true (7). Note that the context of 
this self-evaluation is interaction on online social networks. They were asked a question, 
“How do you consider yourself on social networking website?” A simple equation can be 
identified to show that the gender criteria can be combination of two sub-factors;  
 
  
 
where MSE represents self-evaluation of Masculinity, and FSE represents self-evaluation 
of Femininity. 
3.4.2. Cultural Criteria  
 
 
Decisions about disclosure of private information are influenced also by cultural 
factors (Benn & Gaus, 1983). In all societies, privacy exists in various forms of 
interactions among the members of the society and thus, the rules of access and 
protection varies. Altman (1977) also emphasizes that relative importance of privacy and 
the regulation of it are distinctly developed based on cultural characteristics. 
Measurements of culture utilize concepts of individualism and collectivism (IC), in many 
GC = (MSE)1 + (FSE)2 
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cases. Triandis (1995) reviews 20 studies that designed and tested different scales to 
measure IC on the individual level. Triandis and his colleagues’ attempts have resulted in 
the use of a number of different scales across a number of studies. Hui (1988) developed 
the INDCOL scale to measure an individual's IC tendencies in relation to six 
collectivities in the categories of spouse, parents and children, kin, neighbors, friends, 
and coworkers and classmates. In this study, respondents indicate their agreement with 
statements about sharing, decision making, and cooperation in relation to each target 
collective, such as. Scores are then summed across items within each collective and then 
across collectives to generate a general collectivism index (GCI).  
The measurement of cultural factor in our project is borrowed from Matsumoto et 
al. (1997) which shows similar calculation method from that of Hui except that the social 
groups in Matsumoto et al. are classified into “family”, “close friends”, “colleagues”, and 
“strangers”. The subjects are asked to rate their opinion on 19 individual statements in the 
context of interacting with family, close friends, colleagues, and strangers. An example, 
"Maintain self-control toward them." can be rated in 7 point Likert scale from Not at all 
important (1) to Very important (7). The formula can be illustrated as below;  
 
  
 
where SC represent social category, i.e., family, close friends, colleagues, and strangers, 
and CC represents collective score of ratings. 
   
CC = (SCf)1 + (SCcf)2 + (SCc)3 + (SCs)4 
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3.4.3. Motivational Criteria  
 
 
Motivational factor in CPM is discussed in the context of face-to-face 
communication, as other factors. However, it is one of the factors that are difficult to 
interpret in the context of OSNs due to the intervention of communication medium, i.e., 
social networking site. CPM discusses reciprocity, liking, attraction, expressiveness, self-
knowledge, and self-defense as primary concepts to consider when the motivational 
factor is concerned. In order to measure the motivation of users in OSNs, on the contrary, 
we focused on the idea that people have certain expectations of rewards or costs when 
they communicate for disclosure. In order words, motivations of disclosing are measured 
in relation to the needs of communication using social networking site.  
The motivations of disclosing on OSNs are discussed in relation to self-
presentation, enjoyment, convenience, and relationship building (Krasnova et al., 2010; 
Lee et al., 2008; Waters & Ackerman, 2011). Among many similar measures, we adopted 
measurements from Lee et al. An example, "I disclose to share my information and 
knowledge" can be rated in 7 point Likert scale from Strongly disagree (1) to Strongly 
agree (7). Motivational criteria will be analyzed using factor analysis and thus, the 
formula can be illustrated as below;  
 
 
 
where F represents a factor and w represents factor loading coefficient. 
 
  MC = 1F1 + 2F2 +… nFn 
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3.4.4. Contextual Criteria  
 
 
Contextual factor is interpreted as function of two primary research constructs; 
“unwillingness to communicate” (Burgoon, 1976) and “self-disclosure” (Wheeless, 1978). 
In CPM, contextual factors are discussed in terms of communication patterns under life 
events such as therapeutic events and traumatic events. We interpreted that, in such 
communication situations, management of privacy depends upon the communicator’s 
willingness or unwillingness to communicate while making concurrent decisions of 
disclosing self.  
 
 
 
where UC is unwillingness to communicate and SD denotes self-disclosure.  
Unwillingness to communicate is defined as a “chronic tendency to avoid and/or 
devalue oral communication” (Burgoon, 1976, p. 60). Original measurements of 
unwillingness to communicate consist of two primary dimensions; approach-avoidance 
and reward. Burgoon and Hale explicates that approach-avoidance is “the degree to 
which individuals feel anxiety and fear about interpersonal encounters and are inclined to 
actively participate in them or not”, whereas reward is defined as “the degree to which 
people perceive that friends and family don’t seek them out for conversation and opinions, 
and that interactions with others are manipulative and untruthful”. The scale is composed 
of 20 items, 10 for each dimension. In our questionnaire, questions are tuned for social 
   COC = (UC)w1 + (SD)w2 (5)
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interaction in OSNs. For example, a statement, “Talking to other people on social 
networking website is just a waste of time” is rated in 7 point Likert scale from Strongly 
disagree (1) to Strongly agree (7). 
In order to measure self-disclosure, we adopted a topic-free multi-dimensional 
measure of self-disclosure developed by Wheeless and Grotz (1976). They define self-
disclosure as “any message about the self that a person communicates to another” (p. 
338). In their study, the research construct of self-disclosure is conceived in five 
dimensions, i.e., intended disclosure, amount, positive-negative valence, control of depth, 
and honesty-accuracy. In our questionnaire, a statement “The things I reveal about myself 
to those I meet on the social networking website are always accurate reflections of who I 
really am” is rated in 7 point Likert scale from Strongly disagree (1) to Strongly agree (7). 
Contextual factor is the factor that is the most explorative in our research. In other 
words, this research construct is open to interpretation and varied adoption of measures 
when the CPM is measured quantitatively. We first investigated measures of emotional 
distress to represent it on the quantitative model. However, context of disclosure can be 
much more various than only the stressful situations.  For example, in many cases, 
postings on social networking websites are happy moments rather than grave secrets of 
incest victimization as often exemplified in Petronio (2002). 
3.4.5. Risk / Benefit Ratio Criteria  
 
The concept of risk / benefit ratio is subjective in nature and relatively difficult to 
generalize in patterns. In our project, we asked the respondents their perceived risk of 
revealing under benefit situations. Benefits and risks are based on the classification 
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provided by CPM; the benefits of revealing are 1) expression, 2) self-clarification, 3) 
social-validation, 4) relationship development, and 5) social control while the risks of 
revealing are 1) security risk, 2) stigma risk, 3) face risk, 4) relational risk, and 5) role 
risk. For example, to measure the perceived security risk under the benefit of expression, 
the respondents are asked to rate a general statement about the benefit of revealing, "By 
telling others something private, we may be more able to cope with the information. If a 
person close to us died, we might want to express our grief by talking about our feelings", 
and then asked to rate perceived risk under such situation; "Disclosing private 
information for ‘Expression’ on a social networking website is risky because it may 
jeopardize my personal safety or the safety of others." in 7 point Likert scale from 
Strongly disagree (1) to Strongly agree (7). In order to cover 5 x 5 situations, total of 30 
questions are asked including the 5 descriptive statements for each benefit situation. The 
metrics for this factor can be as below;  
 
  
 
where E, CL, VA, R, SC represent expression, self-clarification, social-validation, 
relationship development, and social control, respectively, and PR is perceived risk. 
 
RBRC = (EPR) 1 + (CLPR) 2 + (VAPR) 3 + (RPR) 4 + (SCPR) 5 
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Figure 9 Risk / benefit ratio questionnaire construction 
 
3.4.6. TPB Measurements  
 
 
The measurements for components in TPB are borrowed from the formative 
research guideline of the theory of planned behavior (Ajzen & Fishbein, 1980; Fishbein 
& Ajzen, 1975; Fishbein & Ajzen, 2010). Instead of measuring beliefs, this dissertation is 
focused on direct measures for solid prediction models. The target behavior in this 
dissertation, “controlling boundary permeability” is operationally defined as “controlling 
amount of private information being shared in the everyday use of online social 
networks”. First, the attitude toward behavior was measured by asking respondents to rate 
their behavior of "controlling the amount of private information being shared". It was 
measured with semantic differential scale using a set of polar adjectives, e.g., "Good - 
Bad", "Pleasant - Unpleasant", and" Useful - Useless". To measure subjective norm, 
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respondents were asked to rate from Strongly disagree (1) to Strongly agree (7) in 7 point 
Likert scale for the statement, “Most people who are important to me approve of my 
controlling the amount of private information being shared in the everyday use of social 
networking website”. Same construct was measured with multiple questions with similar 
connotation to constitute a latent variable. Same technique was used to measure 
behavioral control and behavioral intention.  
3.5. Research hypotheses 
 
Based on CPM theory and TPB, In the method section, hypotheses are formulated 
based on the initial model. The initial model contains research constructs that may be 
specialized more in the later process as a result of factor analyses. Therefore, the actual 
hypotheses in operational level that are examined through statistical analysis are 
identified in the analysis and result section, except for behavioral components, cultural 
criteria, and gender criteria which are already decomposed in the studies we borrowed 
them from. Following are the hypotheses (Propositions are in need of further analysis and 
are decomposed to hypotheses in the later section); 
   
H 1. In OSNs, user’s attitude towards controlling boundary permeability has a positive 
effect on the behavioral intention to control boundary permeability. 
H 2. In OSNs, user’s perceived social pressure of controlling boundary permeability 
has a positive effect on the behavioral intention to control boundary permeability. 
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H 3. In OSNs, user’s perceived behavioral control over controlling boundary 
permeability has a positive effect on the behavioral intention to control boundary 
permeability. 
H 4. In OSNs, user’s cultural background is a critical criterion that determines their 
attitude towards controlling boundary permeability. 
H 5. In OSNs, user’s gender characteristics are a critical criterion that determines their 
attitude towards controlling boundary permeability. 
H 6. In OSNs, user’s motivation of disclosure is a critical criterion that determines 
their attitude towards controlling boundary permeability. 
H 7. In OSNs, user’s unwillingness to communicate and self-disclosure are critical 
criteria that determine their attitude towards controlling boundary permeability. 
H 8. In OSNs, user’s perception of risk / benefit ratio is a critical criterion that 
determines their attitude towards controlling boundary permeability. 
3.6. Structural Equation Modeling 
 
 
This section covers definition of SEM, reasons of using SEM in scientific 
research, and processes that a researcher can take to test a model using SEM approach. 
For specific terms and definitions, readers can refer to Table 3. 
SEM is a multivariate statistical method aimed at examining the underlying 
relationships or structure among variables in a model. Using SEM a researcher can ask 
substantial questions like “Why do people engage in privacy managing behavior?” and 
“How do they adopt privacy managing behavior?” These theoretical models can inform 
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us the development and improvement of privacy-related constructs. Moreover, SEM is a 
useful tool in estimating the effects of those constructs.  
Buhi and colleagues (Buhi, Goodson, & Neilands, 2007) identify 4 factors of why 
researchers use SEM. First, SEM best honor the realities to which investigators are 
attempting to generalize. Most behavioral outcomes have multiple causes, in general, and 
most causes have multiple outcomes, all interacting dynamically. Second, multivariate 
methods such as SEM control for inflation of experiment-wise error. Employing SEM 
can correct this analytic limitation by avoiding the use of multiple univariate / bivariate 
tests and, instead, testing hypotheses / research questions across several variables at once. 
Third, SEM gives researchers flexibility in specifying theory-driven models that can be 
tested with empirical data. SEM allows researchers to test theories and assumptions 
directly by specifying which variables are related to other variables. Moreover, SEM 
allows researchers to examine relationships among latent variables with multiple 
observed measures. Lastly, SEM is useful because it enables the advanced treatment of 
incomplete data.  
Studies suggest distinct steps in performing SEM for model testing. Two-step 
modeling is suggested by Kline (2005) and a few other researchers (Anderson & Gerbing, 
1988; Buhi et al., 2007). They urge that SEM researchers should;  
1. Test the pure measurement model underlying a full structural equation model first, 
and if the fit of the measurement model is found acceptable, then  
2. Proceed to the second step of testing the structural model by comparing its fit with 
that of different structural models 
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Four-step modeling is suggested by Mulaik & Millsap (2000) have suggested a 
more stringent four-step approach to modeling: 
1. Common factor analysis to establish the number of latent variables 
2. Confirmatory factor analysis to confirm the measurement model. As a further 
refinement, factor loadings can be constrained to 0 for any measured variable's 
crossloadings on other latent variables, so every measured variable loads only on its 
latent.  
3. Test the structural model. 
4. Test nested models to get the most parsimonious one. Alternatively, test other 
research studies' findings or theory by constraining parameters as they suggest should 
be the case. Consider raising the alpha significant level from .05 to .01 to test for a 
more significant model. 
 
In our analyses, we use the two-step approach in addition to exploratory factor 
analysis before confirmatory factor analysis for filtering out unfit variables. 
 
Term Definition 
Structural Equation Modeling 
(SEM) 
SEM is a multivariate statistical technique for testing and estimating 
causal models using a combination of statistical data and theory based 
causal assumptions 
Exogenous variable Variables that do not have connections to any antecedent variable 
within the specified model, i.e., independent variable 
Endogenous variable Variables whose antecedent variables are specified in the causal model, 
i.e., dependent variable 
Latent variable Research construct that a researcher is interested in testing, 
concurrently measured from a group of observed variables, i.e., factor 
Observed variable A variable that is directly observable using researcher’s measurement 
instruments 
Model identification A process to identify a model’s adequacy for statistical test, e.g., 
under-identification, just-identification, and over-identification 
Table 3 Terms and definitions used in SEM 
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4. VALIDATION	AND	INTERPRETATION	
 
In this section, we discuss results of statistical analyses manifesting research 
questions and hypotheses. A two-step process is described in terms of analyzing 
measurement models and structural models.  
In order to analyze measurement models, a series of factor analyses are conducted. 
In our approach, we use both Exploratory Factor Analysis (EFA) and Confirmatory 
Factor Analysis (CFA). The two statistical techniques serve different purposes. First, 
EFA is used for finding hidden construct out of a set of variables. Using this analysis, we 
identify factor structures (a grouping of variables based on strong correlations), compare 
them with foundational theories and models, and interpret emerged structures. During 
this process, we also detect "misfit" variables. In general, an EFA prepares the variables 
to be used for cleaner structural equation modeling. In contrast, the purpose of CFA is 
validating the identified structure of theoretical components. Therefore, models are 
defined first and then tested whether the data support them. However, we use it for both 
exploratory and confirmatory purposes since our research is somewhat exploratory in the 
sense that we develop a quantitative model based on an interpretive theory by examining 
quantitative measures to best describe behavioral models. Based on the structures 
identified as a result of EFA, in the second step, we conduct CFA to see how observed 
variables are related to latent variables and how appropriate the measurement models are. 
In the second step of analysis, structural models are identified and estimated. In 
this step, a set of causal relationships are hypothesized in the models and tested against 
the collected data while the models are evaluated for their fitness to the data. 
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Criteria used for determining reliability, convergent validity, and discriminant 
validity are identified in Figure 10. Based on Kline (2005), Table 4 shows a list of fit 
indices that are used in estimating a model’s goodness of fit. Same thresholds are used for 
all measurement models and structural models. 
 
Measure Threshold 
Chi-square/df (CMIN/DF) < 3 Good; < 5 sometimes permissible 
p-value for the model > .05 
CFI (comparative fit index) > .95 Great; > .90 Traditional; > .80 Sometimes 
i iblNFI (normed fit index) > .95 
TLI (Tucker-Lewis Index) > .95 
GFI (goodness-of-fit index) > .95 
AGFI (adjusted goodness-of-fit index) > .80 
RMSEA (root mean square error of 
i i )
< .05 Good; .05 - .10 Moderate; > .10 Bad 
Table 4 Criteria used for determining model fit 
	
 
 
 
 
 
 
 
 
 
 
 
 
 
 
4.1. Analyses of behavioral constructs from TPB 
 
 
Components from TPB, i.e., attitude towards controlling boundary permeability, 
behavioral control of controlling boundary permeability, subjective norm of controlling 
•  Reliability 
o  CR (Composite Reliability) > 0.7 
•  Convergent Validity 
o  CR > AVE (Average Variance Extracted) 
o  AVE > 0.5 
•  Discriminant Validity 
o  MSV (Maximum Shared Squared Variance) < AVE 
o  ASV (Average Shared Squared Variance) < AVE 
Figure 10 Criteria used for determining reliability, convergent validity, and 
discriminant validity 
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boundary permeability, and behavioral intention of controlling boundary permeability, 
are primary research constructs that are repeated throughout establishing models of each 
criterion of privacy rule development. Therefore, the analysis of behavioral constructs 
from TPB is the most fundamental and important analysis that has to be conducted first. 
4.1.1. A measurement model of TPB 
 
 
This part of measurement model explores the relationship among constructs from 
TPB. TPB components were measured using Fishbein & Azjen (Fishbein & Ajzen, 
2010).The original sample (N=400) was treated for univariate and multivariate outliers. 
For the analysis of TPB, sample size was N=346 after screening.  
The model indicated in TPB is studied by many scholars in various domains. 
However, since we modified our questionnaire to include communication context in 
OSNs, we conducted an EFA first to see if the items show similar pattern of dimension 
reduction as indicated in the original theory. Although the 4-factor solution emerged from 
the EFA showed clear factor structure, except for attitude items, factors were not 
interpretable in regards to TPB. Some variables were loaded on factors they should not be 
loaded. After removing the problem variables, we conducted CFA. 
In order to see if the model can be identified using a confirmatory approach, a 
CFA was conducted using predefined dimension structure based on TPB. Each item was 
restricted so as to load only on its predefined factor while the factors themselves were 
allowed to covary freely. In the initial examination, two items under attitude factor, one 
item under behavioral intention factor and another item under behavioral control factor 
were trimmed out due to low loading scores. After the items were removed, CFA was 
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conducted again. Various overall fit indices indicated a good fit of the model to the data 
because most of the indices were close to the recommended thresholds.  Fit indices of the 
measurement model (2 (36) = 57.389, p<.05) were as follows: CMIN/DF = 1.59, 
RMSEA = .04, NFI = .97, CFI = .99, GFI = .97, AGFI = .95, TLI = .98. 
In addition to the model fit, we examined reliability, convergent validity, and 
discriminant validity of the scale. As shown in Table 5, reliability requirements are met 
since the CRs range from 0.683 to  0.886 which are above recommended cut-off values, 
except for behavioral condition which indicates border line value, i.e., 0.683. Convergent 
validity is also established since all AVE values are above .5 and CR values for each 
latent variable is larger than AVE values. Finally, discriminant validity was also 
satisfactory since MSVs and ASVs in each latent construct were larger than AVEs. 
As shown in Table 5, the evidence of good model fit, reliability, convergent 
validity, and discriminant validity indicates that the measurement model was appropriate 
for testing the structural model at a subsequent stage. 
 
CR AVE MSV ASV BC AT SN BI 
BC 0.683 0.521 0.475 0.209 0.722       
AT 0.886 0.615 0.300 0.211 0.339 0.784     
SN 0.780 0.644 0.475 0.317 0.689 0.548 0.802   
BI 0.742 0.590 0.218 0.143 0.193 0.467 0.418 0.768 
Table 5 Reliability, convergent validity, and discriminant validity for measurement model of TPB 
constructs 
 
   
51 
 
4.1.2. A structural model of TPB 
 
We tested the causal model using the SEM technique. Figure 11 reports the results 
of SEM analysis. Fit indices indicate that the model (2(36) = 57.389, p<.05) is a good fit 
to the data; CMIN/DF = 1.59, RMSEA = .04, NFI = .97, CFI = .99, GFI = .97, AGFI 
= .95, TLI = .98.  In our case, however, behavioral control did not blend into the model as 
we expected. 
 
 
Figure 11 A structural model of behavioral constructs from TPB 
 
 
Based on this mode, we examined the hypotheses related to TPB, i.e., hypothesis 
1, hypothesis 2, and hypothesis 3 as below; 
   
H 1. In OSNs, user’s attitude towards controlling the amount of private information 
being shared has a positive effect on the behavioral intention to control the amount of 
private information being revealed. 
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H 2. In OSNs, user’s perceived social pressure of controlling the amount of private 
information being shared has a positive effect on the behavioral intention to control 
the amount of private information being revealed. 
H 3. In OSNs, user’s perceived behavioral control over controlling the amount of 
private information being shared has a positive effect on the behavioral intention to 
control the amount of private information being revealed. 
   
We found that some of the hypotheses proposed in the causal model were 
supported. Specifically, as hypothesized, attitude towards controlling the amount of 
private information being shared had a positive effect on behavioral intention to control 
the amount of private information being shared (= .33,  p < .001,  Hypothesis 1 
supported). Also, perceived social pressure of controlling the amount of private 
information being shared had a positive effect on behavioral intention to control the 
amount of private information being shared as hypothesized in Hypothesis 2 ( = .35,  p 
< .05,  Hypothesis 2 supported). However, Hypothesis 3 was not supported since the 
effect of behavioral control to control the amount of private information being shared on 
behavioral intention to control the amount of private information being shared was not 
statistically significant (= -.16, N/S, Hypothesis 3 not supported). Therefore, in the 
population, when people have more attitude towards controlling boundary permeability, 
they will more likely to have behavioral intention to control how much of private 
information they share in online social networks. Also, when people have higher 
perceived social pressure of controlling boundary permeability, they will more likely to 
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have behavioral intention to control how much of private information they share in online 
social networks. 
4.2. Analyses of criteria for privacy rule development 
 
 
In this section, we investigate measurements in regards to five different criteria 
for privacy rule development in CPM, i.e., culture, gender, motivation, context, and risk / 
benefit ratio, and their causal relationship with behavioral constructs from TPB. 
4.2.1. A measurement model of cultural criteria 
 
 
Privacy rule development in cultural criteria was measured using the 
Individualism-Collectivism Interpersonal Assessment Inventory (Matsumoto, Weissman, 
Preston, Brown, & Kupperbusch, 1997). The original sample (N=400) was treated for 
univariate and multivariate outliers. For the analysis of gender criteria, sample size was 
N=312 after screening. 
Although the scale is not designed based on a particular factor structure, we 
conducted EFA to find out if there exists interesting factor structure. Since the 
measurement scale is consisted of responses to same questions for four interaction 
contexts with different social groups, we conducted EFA for each social group and 
compared them to find an interpretable pattern. A series of EFAs using principal axis 
factoring extraction and Promax rotation methods were performed. The results of EFA 
showed varied factor structure across social groups; “Family” and “Friends” show same 
factor structure while “Colleagues” and “Strangers” seem similar but distinct. 
Interestingly, the first extracted factor shows same pattern across all four social groups 
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meaning that this construct can hold across all social groups. In stranger social group, 
factors 3 and 4 in family and friends group are converged as one factor, meaning that 
their perception of constructs 3 and 4 in family and friends group are indistinguishable in 
stranger group. These results confirmed that we could not find a factor structure that 
would allow for meaningful comparisons across social relationships as also found in the 
original study (i.e., Matsumoto et al., 1997). As Matsumoto et al did, we also decided to 
use a composite measure. 76 items (19 items x 4 social groups) were analyzed for 
reliability in order to confirm that variables are measuring a same construct. The value of 
Cronbach’s Alpha, i.e., =.95, indicated that internal consistency of the items are 
excellent. We averaged the 76 items and created a composite measure named “culture”. 
Based on the result of EFA, we reformulate research hypothesis 4 in operational level as; 
   
H 4. In OSNs, self-evaluated measure of user’s cultural trait of collectivism has a 
negative influence on attitude towards controlling the amount of private information 
being revealed. 
   
In order to examine the measurement model of the cultural criteria, “culture” 
along with constructs in TPB were put together for a CFA. Each item was restricted so as 
to load only on its predefined factor while the factors themselves were allowed to covary 
freely. Various overall fit indices indicated a good fit of the model to the data because 
most of the indices were within the recommended thresholds.  Fit indices of the 
measurement model (2 (66) =  142.225, p<.001) were as follows: CMIN/DF =  2.16, 
RMSEA =  .06, NFI = .91, CFI = .97, GFI = .96, AGFI = .93, TLI = .96. 
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4.2.2. A structural model of cultural criteria 
 
We tested the causal model using the SEM technique. Figure 12 reports the results 
of SEM analysis. Fit indices indicate that the model (2(57) = 166.044, p<.001) is a 
tolerable fit to the data; CMIN/DF = 2.9, RMSEA = .08, NFI = .88, CFI = .92, GFI = .93, 
AGFI = .88, TLI = .89.  We found that cultural criteria of privacy rule development had a 
negative effect on attitude towards a behavior ( = -.13,  p < .05,  Hypothesis 4 
supported). Therefore, in the population, people who place higher value on collectivism 
will less likely to have attitude towards controlling how much of private information they 
share in online social networks. 
 
2
2
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Figure 12 A structural model of cultural criteria 
 
 
  
56 
 
4.2.3. A measurement model of gender criteria 
 
 
To measure and analyze privacy rule development of gender criteria, we used 
short form Bem Sex Role Inventory (BSRI), a measurement scale of self-reported sex 
role perception. The original sample (N=400) was treated for univariate and multivariate 
outliers. For the analysis of gender criteria, sample size was N=348 after screening. 
In order to identify factor structure, first, EFA was conducted. However, EFA 
produced factor structure that is difficult to interpret. Some items were cross loaded and 
other items were loaded on factors that are not claimed in the original theory. In order to 
keep the factor structure identified in Bem’s theory, we conducted a CFA using all 
observed variables. As a result of the CFA, 5 items from male and 5 items from female 
were removed. From the female factor, “Affectionate”, “Warm”, “Gentle”, “Tender”, and 
“Loves children” were removed while, from the male factor, “Aggressive”, 
“Independent”, “Forceful”, “Dominant”, and “Assertive” were removed. Fit indices 
indicated a good fit of the model to the data because most of the indices were within the 
recommended thresholds.  Fit indices of the measurement model of gender construct (2 
(25) =  91.868, p<.001) were as follows: CMIN/DF =  3.68, RMSEA =  .09, NFI = .96, 
CFI = .97, GFI = .95, AGFI = .90, TLI = .95. With this result, we conducted CFA again 
on the gender factors with behavioral constructs from TPB. Fit indices of the 
measurement model of gender construct with TPB constructs (2 (206) =  420.617, 
p<.001) were as follows: CMIN/DF =  2.04, RMSEA =  .05, NFI = .96, CFI = .95, GFI 
= .90, AGFI = .88, TLI = .94. 
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In order to examine hypothesis 5, two hypotheses are formulated in operational 
level; 
  
H 5. a: In OSNs, self-reported measure of user’s male sex-role has positive influence 
on the attitude towards controlling the amount of private information being revealed. 
H 5. b: In OSNs, self-reported measure of user’s female sex-role has negative 
influence on the attitude towards controlling the amount of private information being 
revealed. 
 
4.2.4. A structural model of gender criteria 
 
We tested the causal model using the SEM technique. Figure 13 reports the results 
of SEM analysis. Fit indices indicate that the model (2(214) = 573.866, p<.001) is a 
good fit to the data; CMIN/DF = 2.68, RMSEA = .065, NFI = .90, CFI = .94, GFI = .89, 
AGFI = .86, TLI = .92.  We found that positive effect of male factor on attitude towards a 
behavior was not statistically significant. . ( = .06,  N/S,  Hypothesis 5a not supported). 
Also, negative effect of female factor on attitude towards a behavior was not statistically 
significant. ( = .17,  N/S,  Hypothesis 5b not supported). In the population, whether a 
user has female trait or male trait does not have influence on the attitude towards 
controlling the amount of private information being revealed. 
 
58 
 
AT
(R2=.04)
BI
(R2=.28)BC
SN
F
M
 
Figure 13 A structural model of gender criteria 
 
 
4.2.5. A measurement model of motivational criteria 
 
 
Privacy rule development in motivational criteria was measured using scales used 
in Lee et al (2008) and Waters and Ackerman (2011). The original sample (N=400) was 
treated for univariate and multivariate outliers. For the analysis of motivational criteria, 
sample size was N=314 after screening. 
As shown in Table 6, an EFA was conducted using a principal axis factoring with 
Promax rotation. For the variable of motivations, a factor loading value of .3 was used as 
the factor interpretation. A 3-factor solution with 23 items emerged. Reliabilities were 
checked for each of the six factor solutions that emerged from the analysis of motivations. 
Cronbach’s alphas confirmed that the first factor, ‘‘Communicational motivation,’’ which 
included questions dm1, dm3, dm4, dm5, dm6, dm7, dm12, dm13, dm14, dm18, dm19, 
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and dm20 was reliable at .90. The second factor, ‘‘Self-presentational motivation,’’ 
which included questions dm2, dm8, dm9, dm10, dm11, dm21, dm22, and dm23, was 
reliable at .88. The third factor, ‘‘Archival motivation’’ which included questions dm15, 
dm16, and dm17, was reliable at .80. 
Communicational motivation can be defined as “OSN user’s motivation to 
disclose private information for the purpose of communication with another”. In this 
construct, included items indicate common idea of disclosing private information for the 
purpose of maintaining social relationship and communicating with others as real self. 
Self-presentational motivation, in contrast, is defined as “OSN user’s motivation to 
disclose private information for the purpose of self-presentation.” In this construct, 
variables concurrently measure components of managing impression, not necessarily 
related to real self. Archival motivation reflects “OSN user’s motivation to disclose 
private information for the purpose of storing information.” Items measuring this 
construct are related to sharing information, recording events, and storing information. 
In order to investigate meaningful relationships among measurement constructs, 
research hypothesis 6 is further decomposed to hypotheses in operational level; 
 
H 6. a: In OSNs, users’ motivation to disclose private information for communication 
purpose has a positive effect on the attitude towards controlling the amount of private 
information being revealed. 
H 6. b: In OSNs, users’ motivation to disclose private information for self-
presentational purpose has a negative effect on the attitude towards controlling the 
amount of private information being revealed. 
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H 6. c: In OSNs, users’ motivation to disclose private information for archival purpose 
has a positive effect on the attitude towards controlling the amount of private 
information being revealed. 
 
Pattern Matrixa 
Factor1 Factor2 Factor3 
Communicati
onal 
motivation 
Self-
presentational 
motivation 
Archival 
motivation 
I disclose to present myself in a realistic way 0.652 -0.123 0.129 
I disclose to present my individual characteristics 0.634 0.103 0.123 
I disclose to keep a close relationship with others 0.507 0.051 0.169 
Disclosures on my social networking website serve 
as a meeting place for me and others 0.457 0.26 0.012 
I disclose to let people know my current affairs 0.422 0.215 0.132 
I disclose to communicate with friends 0.775 -0.307 0.053 
I disclose to share my information and knowledge 0.673 -0.01 0.027 
I disclose to share my experience 0.687 -0.145 0.054 
I disclose to share information about a certain issue 0.588 -0.121 0.003 
I disclose because I enjoy it 0.816 0.001 -0.046 
I disclose because it is fun 0.736 0.137 -0.075 
I disclose as a source of an entertainment 0.686 0.269 -0.298 
I disclose to present my ideal self 0.292 0.346 0.147 
I disclose to keep from falling behind the times 0.016 0.617 0.053 
I disclose because it is hard to feel sympathetic to 
people around me unless I participate in the online 
social network -0.115 0.719 -0.013 
I disclose because everybody does it -0.002 0.712 -0.042 
I disclose in order not to be left out -0.079 0.848 -0.011 
I disclose to show that I am popular -0.143 0.801 0.06 
I disclose to show off my ability 0.196 0.663 -0.071 
I disclose to show off by commercializing and 
publicizing my activities -0.089 0.688 0.1 
I disclose to keep a personal record -0.106 0.329 0.56 
I disclose to save memorable information 0.125 -0.021 0.72 
I disclose to save personal thoughts and pictures 0.145 0.038 0.658 
Extraction Method: Principal Axis Factoring.  
 Rotation Method: Promax with Kaiser 
Normalization. 
a Rotation converged in 5 iterations. 
Table 6 Three factor solution as a result of EFA on motivational criteria 
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Based on the emerged factor structure, we conducted a CFA. After minor 
modifications, we achieved a tolerable fit of the model. Most indices were within the 
recommended thresholds.  Fit indices of the measurement model of motivation construct 
(2 (442) =  819.376, p<.001) were as follows: CMIN/DF = 1.85, RMSEA =  .05, NFI 
= .84, CFI = .92, GFI = .86, AGFI = .84, TLI = .91. Relationships between constructs are 
estimated with covariance; Relationship between users’ motivation to disclose private 
information for communication purpose and attitude towards controlling boundary 
permeability was not statistically significant (r = 　 -.004, N/S). Covariance between users’ 
motivation to disclose private information for self-presentational purpose and attitude 
towards controlling boundary permeability, however, was statistically significant (r =　  -
.32, p<.001). Relationship between users’ motivation to disclose private information for 
archival purpose and their attitude towards controlling boundary permeability, was not 
supported (r  = -.07, N/S). 
4.2.6. A structural model of motivational criteria 
 
 
Although not all covariance between motivational factors were statistically 
significant, we conducted a structural analysis to see if our data shows any interesting 
directional relationships. We tested the causal model using the SEM technique. Figure 10 
reports the results of SEM analysis. Fit indices indicate that the model (2(447) = 
864.853, p<.001) is a tolerable fit to the data; CMIN/DF = 1.94, RMSEA = .06, NFI 
= .83, CFI = .91, GFI = .86, AGFI = .83, TLI = .90.  We found that effect of users’ 
motivation to disclose private information for communication purpose on attitude 
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towards controlling boundary permeability was statistically significant. ( = .21, p<.05, 
hypothesis 6a supported). Also, the effect of users’ motivation to disclose private 
information for archival purpose on their attitude towards controlling boundary 
permeability was not statistically significant. ( = .18, N/S, hypothesis 6c not supported). 
However, users’ motivation to disclose private information for self-presentational 
purpose had a negative influence on their attitude towards controlling boundary 
permeability ( = 　 -.59, p<.001, hypothesis 6b supported).  
The results indicate that communicational motivation was a good predictor of the 
attitude. In OSNs, when users have higher motivation to communicate with others, they 
are likely to have more favorable attitude towards controlling the amount of private 
information being shared. Also, self-presentational motivation was a good predictor of 
the attitude. In OSNs, when users have higher motivation to present themselves to others, 
they are likely to have less favorable attitude towards controlling the amount of private 
information being shared. Lastly, archival motivation was not a good predictor of the 
attitude. In OSNs, user’s motivation of storing information does not determine their 
attitude towards controlling the amount of private information being shared. 
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Figure 14 A structural model of motivational criteria 
 
4.2.7. A measurement model of contextual criteria 
 
 
Unlike other criteria of influencing factors, contextual criteria consist of two 
primary research constructs, i.e., “unwillingness to communicate” and “self-disclosure” 
on the outset. Rationale of this functional composition is explained in the previous 
section. In this section, we demonstrate that the proposed equation is acceptable and 
sound in explaining user’s behavior of privacy management in online social networks. 
Privacy rule development in contextual criteria was measured using unwillingness to 
communicate and self-disclosure scales. The original sample (N=400) was treated for 
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univariate and multivariate outliers. For the analysis of risk / benefit criteria, sample size 
was N=362 after screening. 
The EFA for the construct of “unwillingness to communicate” combined 
extraction method of Principal axis factoring with Promax rotation. A factor loading 
value of .3 was used as the factor interpretation. Initially, 4-factor solution with 16 items 
emerged and one item was removed since was cross loaded on multiple factors with very 
small difference. The deleted item was identified as the question, “I think my friends on 
the social networking website are truthful with me”. However, without the item, EFA was 
terminated because the communality value exceeded 1. We then predefined 3 and 2 factor 
solutions, compared them with each other, and concluded that 2-factor solution was the 
better model with substantial meaning of factor structure (See Table 7). Factors were 
identified as “willingness” and “unwillingness”. The two factor model accounted for 
45.95% of total variance and the communalities ranged from .21 to .58. Reliabilities were 
checked for each factor emerged from the analysis of unwillingness to communicate. 
“willingness”, which included 8 items was reliable at Cronbach’s Alpha =.79, while 
“unwillingness” which contained 11 items was reliable at Cronbach’s Alpha =.88. 
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Pattern Matrixa 
Factor1 Factor2 
unwillingness willingness 
I talk a lot on the social networking website because I 
am not shy -0.02 0.679 
I like to get involved in group discussions on the social 
networking website -0.069 0.664 
I have no fears about expressing myself in a group 
discussion on the social networking website 0.097 0.678 
My friends seek my opinions and advice on the social 
networking website -0.086 0.672 
During a conversation with others on the social 
networking website, I prefer to talk rather than listen -0.38 0.46 
I find it easy to make conversations with strangers on 
the social networking website 0.03 0.534 
My friends and family on the social networking website 
listen to my ideas and suggestions 0.216 0.478 
I believe my friends and family on the social 
networking website understand my feelings 0.192 0.408 
I don't ask for advice from family or friends on the 
social networking website when I have to make decisions 0.534 -0.275 
Talking to other people on social networking website is 
just a waste of time 0.468 0.167 
My family doesn't enjoy discussing my interests and 
activities with me on the social networking website 0.536 0.006 
I feel nervous when I have to talk to others on the 
social networking website 0.677 0.085 
I am afraid to express myself in a group conversation 
on the social networking website 0.724 0.117 
I talk less on the social networking website because I'm 
shy 0.728 -0.016 
I hesitate to speak my opinion in conversations on the 
social networking website 0.7 -0.031 
Other people on the social networking website are 
friendly only because they want something out of me 0.622 -0.04 
My friends and family on the social networking website 
don't listen to my ideas and suggestions 0.663 0.008 
On the social networking website, I avoid group 
discussions 0.67 -0.025 
I don't think my friends on the social networking 
website are honest in their communication with me 0.609 0.088 
Extraction Method: Principal Axis Factoring.  
 Rotation Method: Promax with Kaiser Normalization. 
a Rotation converged in 3 iterations. 
Table 7 Two factor solution as a result of EFA on Unwillingness to communicate 
 
The same procedure was followed for “self-disclosure”, conducting EFA using 
Principal axis factoring with Promax rotation. A factor loading value of .3 was used as 
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the factor interpretation. Initially, 4 factors emerged that had eigenvalues greater than 1. 
But, 4-factor solution did not offer a theoretically meaningful interpretation. Five items 
that are cross loaded across multiple factors were removed. The deleted items were 
identified as the question, “I am not always honest in my self-disclosures with those I 
meet on the social networking website”, “When I reveal my feelings about myself to 
those I meet on the social networking website, I consciously intend to do so”, “I do not 
always feel completely sincere when I reveal my own feelings, emotions, behaviors, or 
experiences to those I meet on the social network website”, “When I express my personal 
feelings with those I meet on the social networking website, I am always aware of what I 
am doing and saying”, and “I usually disclose only positive things about myself with 
those I meet on the social networking website”. We compared 4, 3, and 2 factor solutions 
and concluded that 2-factor solution was the better model with substantial meaning of 
factor structure. Factors were identified as “active” and “passive” as shown in Table 8. 
The two factor model accounted for 53.19% of total variance and the communalities 
ranged from .31 to .54. Reliabilities were checked for each factor emerged from the 
analysis of self-disclosure. “Active”, which included 5 items was reliable at Cronbach’s 
Alpha =.83, while “passive” which contained 6 items was reliable at Cronbach’s Alpha 
=.41. 
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Pattern Matrixa 
Factor1 Factor2 
active passive 
I am always honest in my self-disclosures to those I 
meet on the social networking website 0.781 -0.011 
I always feel completely sincere when I reveal my own 
feelings and experiences to those I meet on the social 
networking website 0.738 -0.038 
My statements about my feelings, emotions, and 
experiences to those I meet on the social networking 
website are always accurate self-perceptions 0.768 -0.101 
The things I reveal about myself to those I meet on the 
social networking website are always accurate reflections of 
who I really am 0.728 0.003 
On the whole, my disclosures about myself to those I 
meet on the social networking website are more positive 
than negative 0.454 0.212 
I often disclose negative things about myself to those I 
meet on the social networking website 0.212 0.604 
I often discuss my feelings about myself with those I 
meet on the social networking website 0.424 -0.59 
My statements of my feelings are usually brief with 
those I meet on the social networking website 0.212 0.559 
I usually communicate about myself for fairly long 
periods at a time with those I meet on the social networking 
website 0.231 -0.498 
I do not often communicate about myself with those I 
meet on the social networking website 0.192 0.501 
I don't express my personal beliefs and opinions to 
those I meet on the social networking website very often 0.182 0.485 
Extraction Method: Principal Axis Factoring.  
 Rotation Method: Promax with Kaiser Normalization. 
a Rotation converged in 3 iterations. 
Table 8 Two factor solution as a result of EFA on Self‐disclosure 
 
Based on the result of EFAs, a 4-factor measurement model was set up to assess 
the measurement quality of contextual criteria constructs. Each item was restricted so as 
to load only on its predefined factor while the factors themselves were allowed to 
correlate freely. Initial examination indicated that the two items that are negatively 
loaded on “passive” factor should be removed. After the two items are trimmed CFA was 
conducted again. Various overall fit indices indicated a tolerable fit of the model to the 
data because most of the indices satisfied the recommended thresholds.  Fit indices of the 
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measurement model (2 (833) =  1858.418) were as follows: CMIN/DF =  2.23, RMSEA 
= .06, NFI =.76, CFI = .87, GFI = .81, AGFI = .79, TLI = .83. 
Research hypothesis 7 is formulated as hypotheses in operational level. Although 
the identified constructs are not based on theories, we can intuitively assume directions 
since the sub-factors of each factor have clearly interpretable, binary structure; 
 
H 7. a: Willingness to communicate has a negative effect on users’ attitude towards 
controlling the amount of private information being revealed in OSNs. 
H 7. b: Unwillingness to communicate has a positive effect on users’ attitude towards 
controlling the amount of private information being revealed in OSNs. 
H 7. c: Active self-disclosure has a positive effect on users’ attitude towards 
controlling the amount of private information being revealed in OSNs. 
H 7. d: Passive self-disclosure has a negative effect on users’ attitude towards 
controlling the amount of private information being revealed in OSNs. 
 
4.2.8. A structural model of contextual criteria 
 
 
A structural model was set up by specifying attitude towards a behavior and 
behavioral intention as exogenous constructs; and the unwillingness to communicate, 
self-disclosure, perceived behavioral control, and subjective norm as endogenous 
constructs as shown in Figure 15.  “Unwillingness to communicate” is represented in the 
model with sub-factors of “willingness” and “unwillingness”. Also, “Self-disclosure” was 
identified with two sub-factors, i.e., “active” and “passive”. All exogenous constructs are 
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allowed to covary freely, and paths are added based on hypotheses that proposed causal 
relationships between constructs.  As in the estimation of the measurement model, 
various overall fit indices indicated a relatively good fit of the model to the data because 
most indices were within the range of recommended thresholds.  Fit indices of the 
structural model (2 (835) =  1949.397)  were as follows:  CMIN/DF =  2.34,  RMSEA 　
= .06,  NFI = .74, CFI = .83, GFI = .81, AGFI = .78, TLI = .82.  We found that H7a ( = -
.81, p<.001, hypothesis 7a supported) and H7b ( = .8, p<.001, hypothesis 7b supported) 
were statistically significant. Also, both H7c ( = .65, p<.001) and H7d ( = -.49, p<.05) 
were supported. 
First, unwillingness to communicate was a good predictor of the attitude. In OSNs, 
users with higher degree of unwillingness to communicate are likely to have more 
favorable attitude towards controlling the amount of private information being shared. 
Second, willingness to communicate was a good predictor of the attitude. In OSNs, users 
with higher degree of willingness to communicate are likely to have less favorable 
attitude towards controlling the amount of private information being shared. Third, active 
self-disclosure was a good predictor of the attitude. In OSNs, users with higher degree of 
active self-disclosure are likely to have more favorable attitude towards controlling the 
amount of private information being shared. Lastly, passive self-disclosure was a good 
predictor of the attitude. In OSNs, users with higher degree of passive self-disclosure is 
likely to have less favorable attitude towards controlling the amount of private 
information being shared. 
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Figure 15 A structural model of context criteria 
 
 
4.2.9. A measurement model of risk / benefit ratio criteria 
 
 
Privacy rule development in risk / benefit ratio criteria was measured using scales 
created for this research (See method section for details). The original sample (N=400) 
was treated for univariate and multivariate outliers. For the analysis of risk / benefit 
criteria, sample size was N=362 after screening. 
First, we conducted EFA to find out if there exists unexpected factor structure. 
Since risk / benefit ratio was measured as perceived risk for each benefit context, 
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measures are operationalized based on predefined taxonomy of risk / benefit 
combinations (See modeling section for details). An EFA using principal axis factoring 
extraction and Promax rotation methods were performed. The results of EFA showed 5-
factor solution in accordance to each benefit context, i.e., expression, self-clarification, 
social validation, relationship development, and social control. Then, a 5-factor 
measurement model was set up to assess the measurement quality of risk / benefit 
perception constructs using CFA. Each item was restricted so as to load only on its 
predefined factor while the factors themselves were allowed to correlate freely. Various 
overall fit indices indicated a poor fit of the model to the data because most of the indices 
do not satisfy the recommended thresholds.  Fit indices of the measurement model (2 
(265) =  1491.307) were as follows: CMIN/DF = 5.63, RMSEA = .12, NFI = .81, CFI 
= .84, GFI = .69, AGFI = .62, TLI = .82.  
Because of the poor fit of measurement model, for the structural analysis, we 
created a composite measure of risk / benefit ratio. Scores of risk perception for each 
benefit context were averaged and weighted using the questionnaire items asking how 
much they agree to the given benefit statement in each benefit context. For example, to 
measure the weight of “social control”, we showed the respondents a statement 
describing its benefit, “By telling friends or partners how we feel about an issue, we 
might have the power to influence the way they consider a topic", and asked them how 
much they agree with the statement in 7 point Likert scale ranging from 1, “Strongly 
disagree” and 7, “Strongly agree”. As indicated in research hypothesis 8, risk / benefit 
ratio was functionally represented. Based on the result of CFA, we formulate hypotheses 
8 in operational level; 
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H 8. Composite measure of risk / benefit ratio has positive effect on users’ attitude 
towards controlling the amount of private information being revealed in OSNs. 
4.2.10. A structural model of risk / benefit ratio criteria 
 
 
We tested the causal model using the SEM technique as illustrated in Figure 16. 
Fit indices indicate that the model (2(70) = 204.934, p<.001) is a tolerable fit to the data; 
CMIN/DF = 2.93, RMSEA = .08, NFI = .93, CFI = .95, TLI = .94.  We found that 
positive effect of composite measure of risk / benefit ratio on attitude towards controlling 
boundary permeability was not statistically significant. (= -.07,  N/S, hypothesis 8 not 
supported). However, modification indices of the structural model suggested a directional 
link from subjective norm to attitude towards the behavior. As shown in Figure x, attitude 
towards controlling boundary permeability positively and partially mediates the positive 
relationship between perceived social pressure of controlling boundary permeability and 
behavioral intention to control boundary permeability when the composite measure of 
risk / benefit ratio is included in the model. 
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Figure 16 A structural model of risk / benefit ratio criteria 
 
 
In OSNs, degree of perceived risk users feel about revealing private information 
does not have influence on attitude towards controlling the amount of private information 
being shared. Table 9 below recaps the results of our analyses. 
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Hypotheses Statements Supported? 
Statistical 
significance 
H1:  
In OSNs, user’s attitudes towards controlling the amount 
of private information being revealed has a positive 
effect on the behavioral intention to control the amount 
of private information being revealed. Yes 
=.38, 
p<.001 
H2:  
In OSNs, user’s perceived social pressure of controlling 
the amount of private information being revealed has a 
positive effect on the behavioral intention to control the 
amount of private information being revealed. Yes 
=.28, 
p<.05 
H3:  
In OSNs, user’s perceived behavioral control over 
controlling the amount of private information being 
revealed has a positive effect on the behavioral intention 
to control the amount of private information being 
revealed. No =-.10, N/S 
H4:  
In OSNs, self-evaluated measure of user’s cultural trait 
of collectivism has a negative influence on attitude 
towards controlling the amount of private information 
being revealed. Yes 
=-.13, 
p<.05 
H5a: 
In OSNs, self-reported measure of user’s male sex-role 
has positive influence on the attitude towards controlling 
the amount of private information being revealed. No =.06, N/S 
H5b: 
In OSNs, self-reported measure of user’s female sex-
role has negative influence on the attitude towards 
controlling the amount of private information being 
revealed. No =.17, N/S 
H6a: 
In OSNs, users’ motivation to disclose private 
information for communication purpose has a positive 
effect on the attitude towards controlling the amount of 
private information being revealed. No 
= .21, 
p<.05 
H6b: 
In OSNs, users’ motivation to disclose private 
information for self-presentational purpose has a 
negative effect on the attitude towards controlling the 
amount of private information being revealed. Yes 
= -.59, 
p<.001 
H6c: 
In OSNs, users’ motivation to disclose private 
information for archival purpose has a positive effect on 
the attitude towards controlling the amount of private 
information being revealed. No = .18, N/S 
H7a: 
Willingness to communicate has a negative effect on 
users’ attitude towards controlling the amount of private 
information being revealed in OSNs. Yes 
=-.81, 
p<.001 
H7b: 
Unwillingness to communicate has a positive effect on 
users’ attitude towards controlling the amount of private 
information being revealed in OSNs. Yes 
=.80, 
p<.001 
H7c: 
Active self-disclosure has a positive effect on users’ 
attitude towards controlling the amount of private 
information being revealed in OSNs. Yes 
=.65, 
p<.001  
H7d: 
Passive self-disclosure has a negative effect on users’ 
attitude towards controlling the amount of private 
information being revealed in OSNs. Yes 
=-.49, 
p<.001 
H8: 
Composite measure of risk / benefit ratio has positive 
effect on users’ attitude towards controlling the amount 
of private information being revealed in OSNs. No =-.07, N/S 
Table 9 Overview of hypotheses testing 
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5. DISCUSSION	
 
 
This research identified a model of users’ management of privacy in online social 
networks. Based on communication privacy management (CPM) theory, we interpreted 
research concepts and their relationships using quantitative measures. The model 
specifically identifies causal relationship between foundations of privacy rule 
development and a boundary coordinating operation, i.e., coordination of boundary 
permeability. Criteria of privacy rule development are culture, gender, motivation, 
context, and risk / benefit ratio. In previous sections, they are examined in terms of 
relationship with coordination of boundary permeability. In CPM, originally, boundary 
coordination operations are discussed in three aspects; 1) coordinating boundary linkage, 
2) coordinating boundary permeability, and 3) coordinating boundary ownership. 
Boundary linkage is the process of the confidant being linked into the privacy boundary 
of the person who revealed the information. The major consideration in boundary linkage 
is the nature of the pair’s relationship. Boundary ownership is about co-ownership of 
private information and joint responsibility for its containment or release. Boundary 
permeability concerns how opened or closed a collective boundary is when it is once 
formed. Rules are established by controlling depth, breadth, and amount of private 
information. We chose to examine one boundary coordinating operation primarily due to 
complexity of model when all three boundary coordination operations are examined 
simultaneously. We particularly chose boundary permeability since managing depth, 
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breadth, and amount of private information being revealed is one of the critical 
characteristics of privacy issues currently emerged in online social networks. 
In order to examine models of users’ privacy management in online social 
networks, we used structural equation modeling. To better understand realities of 
scientific phenomenon, measuring a concept with multiple observed variables is 
appropriate. SEM, in this sense, is gaining more popularity as a method of confirming 
theoretical models in quantitative manner. In statistical sense, SEM takes measurement 
error into account in explicit manner, thus, it is a proper method for researchers in 
controlling error variables. However, SEM needs comprehensive understanding of 
statistics as well as domain knowledge since it goes through validation and modification 
process which requires intensive examination of research environment. 
Overflowing number of emerging online social networks raises issues of user 
privacy. New form of social interaction may be changing our conception of privacy and 
weaken our behavioral adaptability for proper management of private information. It is 
opportune that we take a look at what lies beneath user behavior and their perception of 
privacy in online social networks. This study is important in that it investigates 
quantitative models that can serve as representation mechanism showing what people do 
and prediction mechanism forecasting what people would do. 
The primary contribution of this study is analyzing influence of culture, gender, 
motivation, context, and risk / benefit ratio on the behavior of controlling how much 
private information users share in OSNs. Secondly, we identified salient research 
constructs and tested them for validity in the real world context of user’s privacy 
management in OSN. In the course of construct identification, we provided interpretation 
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of motivation criteria in terms of communicational, self-presentational, and archival 
motives. Interpretation of context criteria resulted in combination of constructs, i.e., 
unwillingness to communicate (unwillingness and willingness) and self-disclosure (active 
self-disclosure and passive self-disclosure). We also proposed a composite index of 
risk/benefit ratio for measuring perceived risk. The third contribution is development of 
causal models of user’s privacy management in OSN and tested their fitness based on 
user data. Then, finally, we tested interrelationship among the research constructs.  
Our model shows that influence to privacy are multi-dimensional and thus, the 
user’s privacy management behaviors vary depending on the threat context. Moreover, 
the model shows different social mechanisms for different social groups, and how they 
differ in influencing user’s privacy management behavior. In addition, many users are 
unaware of how privacy works in online social networks and how they can protect 
themselves from becoming victims of privacy invasion. Our models can be used to show 
them what appropriate modes of behavior are when it comes to managing their privacy in 
online social networks. In the theoretical sense, this research is significant in that it 
validates the quantitative model of communication privacy management with user data. 
The model’s goodness of fit and hypotheses based on communication privacy 
management theory are tested for representative sample data as a way of estimating the 
model’s accountability in the population. In the practical sense, the primary significance 
is that we identified patterns of user’s privacy management in OSN. The result of this 
dissertation will, first, provide users with a basis for educational material of privacy 
management in OSN. Second, they will provide designers of user experience with 
reference for designing privacy management in their services. And finally, they will 
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provide researchers with foundational findings for further research in privacy 
management in OSN is in relation to the potential use of our model in the real world 
practice.  
A few issues of logistics were identified. First, questionnaire was lengthy. In 
order to measure all research constructs from criteria of privacy rule development from 
CPM and behavioral constructs from TPB, questionnaire consists of over two hundred 
questions. It caused a high rate of drop-outs and potentially inferior answer quality. In 
fact, as a result of screening process, forty to eighty cases had to be dropped due to 
outlier and normality issues. Different set of measurements can be examined and tested in 
the future to design the survey process more efficiently. Second, in relation to data 
collection, sample size is an important issue in conducting SEM. Many scholars suggest 
various rule of thumbs. Some are concerned with the minimum sample size (Cattell, 1978; 
Guilford, 1954; P. Kline, 1979) while others discuss subjects to variables ratio (Hair, 
Black, Babin, & Anderson, 2010; P. Kline, 1979; R. B. Kline, 2005, 2008).  In addition, 
since SEM is dimensional analysis, communalities, size of loading, model fit are also 
important. Due to sample issue, we examined each criterion of privacy rule development 
separately. Further study may be administered to accommodate all criteria of privacy rule 
development simultaneously in one model. 
Also, there were some issues while we conduct analysis. First, effect of 
behavioral control on the behavioral intention did not show statistical significance.  
Given the assumption that there were tolerable errors in methodological logistics, it may 
indicate that people did not feel that whether or not they have ability to control boundary 
permeability is an important issue in their intention to control boundary permeability in 
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online social networks.  It can offer various interpretations; 1) operational definition of 
controlling boundary permeability is not well defined and respondents actually didn’t 
think about how they can manage boundary permeability. Although their behavior is 
bounded in the functionalities that user interface offers, they could have overlooked how 
to manage boundary exactly in a given social networking website. 2) Actual behavior 
should be included in the model to properly represent the causality. Excluding it may 
have caused variation in the model. Our study did not measure the actual behavior and 
apply it to the model since we were not able to reconvene the anonymous participants of 
our online survey. However, we collected data that can give us some idea of our 
respondents’’ current behavior in relation to managing boundary permeability. Using a 
service from Wordle (Figure 17), we show what our respondents answered to out open-
ended question, “Please think about your experience or expectation of experience on your 
choice of social networking website. In order to satisfy your needs for privacy in 
controlling how much to share, what would you like to do?” 
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Figure 17 Word cloud based on what users would want to manage boundary permeability in online 
social networks 
 
Although we do not analyze or examine the word cloud, based on primary words 
appeared in the diagram, people seem to have ideas of sharing private information based 
on social relationship (people, family, public, person, and friend) or information object 
(photo, picture, status, profile, and post) or actions (limit, block, show, and view). Further 
study may explore relationship of privacy rule development with specific behaviors of 
users in managing privacy in online social networks. 
, 
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6. CONCLUSION	
 
 
The primary goal of this dissertation is to model users’ experience of privacy 
management in online social networks. This research investigated three research 
questions; 1) identification of quantitative models of users’ privacy management in 
online social networks, 2) identification of research constructs and 3) relationships among 
them. We identified models based on CPM theory and integrated CPM with TPB to 
compose prediction models. We examined validity of the models using structural 
equation modeling to better understand realities of scientific phenomenon. Research 
constructs were measured with multiple observed variables. A list of hypotheses were 
tested and among them H1, H2, H4, H6b, H7a, and H7b were supported (For details, 
please refer to Table 9).  
Unlike original TPB, behavioral control was not a good predictor of the 
behavioral intention in our data. In OSNs, whether users have behavioral control over 
controlling amount of private information being revealed does not influence their 
intention to control amount of private information being shared. Attitude was a good 
predictor of the behavioral intention. In OSNs, when users have more favorable attitude 
towards controlling amount of private information they share, they are likely to have 
more behavioral intention to control amount of private information being shared. 
Subjective norm was a good predictor of the behavioral intention. In OSNs, when users 
feel more social pressure of controlling amount of private information they share, they 
are likely to have more behavioral intention to control amount of private information 
being shared. 
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Culture was a good predictor of the attitude. In OSNs, users with higher 
collectivistic trait are likely to have less favorable attitude towards controlling the amount 
of private information being shared. In contrast, gender role was not a good predictor of 
the attitude. In OSNs, whether a user has female trait or male trait does not have 
influence on the attitude towards controlling the amount of private information being 
revealed. 
Unlike the original study, showing 7 factors of motivation in voluntary disclosure, 
we analyzed that motivation in our data show 3 factors; communicational motivation, 
self-presentational motivation, and archival motivation. Communicational motivation 
was a good predictor of the attitude. In OSNs, when users have higher motivation to 
communicate with others, they are likely to have more favorable attitude towards 
controlling the amount of private information being shared. Self-presentational 
motivation was a good predictor of the attitude. In OSNs, when users have higher 
motivation to present themselves to others, they are likely to have less favorable attitude 
towards controlling the amount of private information being shared. Archival motivation 
was not a good predictor of the attitude. In OSNs, user’s motivation of storing 
information does not determine their attitude towards controlling the amount of private 
information being shared. 
Our interpretation of contextual criteria resulted in a set of research constructs 
with strong prediction; unwillingness to communicate, willingness to communicate, 
active self-disclosure, and passive self-disclosure. Unwillingness to communicate was a 
good predictor of the attitude. In OSNs, users with higher degree of unwillingness to 
communicate are likely to have more favorable attitude towards controlling the amount of 
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private information being shared. Willingness to communicate was a good predictor of 
the attitude. In OSNs, users with higher degree of willingness to communicate are likely 
to have less favorable attitude towards controlling the amount of private information 
being shared. Active self-disclosure was a good predictor of the attitude. In OSNs, users 
with higher degree of active self-disclosure are likely to have more favorable attitude 
towards controlling the amount of private information being shared. Passive self-
disclosure was a good predictor of the attitude. In OSNs, users with higher degree of 
passive self-disclosure are likely to have less favorable attitude towards controlling the 
amount of private information being shared. 
Composite measure of Risk / benefit ratio was not a good predictor for the attitude. 
In OSNs, degree of perceived risk users feel about revealing private information does not 
have influence on attitude towards controlling the amount of private information being 
shared. 
Overall, based on the result of analyses, culture, motivation, and context emerged 
as good predictors for the attitudes towards controlling boundary permeability in OSNs. 
We also found a few interesting by-products during the analyses. When composite 
measure of risk / benefit ratio was introduced in the model, attitude towards controlling 
boundary permeability positively and partially mediates the positive relationship between 
perceived social pressure of controlling boundary permeability and behavioral intention 
to control boundary permeability. Analysis of H7c indicated that active self-disclosure 
had a positive effect on users’ attitude towards controlling boundary permeability in 
online social networks whereas the analysis of H7d indicated that passive self-disclosure 
had a negative effect on users’ attitude towards controlling boundary permeability in 
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online social networks. It seems that although we interpreted it as “people who actively 
disclose themselves for self-presentation would use more protective measure”, it could be 
reversely interpreted as “people who actively disclose themselves would use less 
protective measure”. 
Further studies, therefore, should investigate clear definition of each criterion of 
privacy rule development, explore and test variety of quantitative measures, and combine 
substantial research constructs in the model and test them simultaneously. More accurate 
prediction models of privacy in online social networks can be achieved through intensive 
tests and modifications. 
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APPENDICES	
 
Privacy on Online Social Networks 
Survey Ver 5.0 
 
This survey about online social networks is designed and created for a dissertation research conducted by Kijung Lee , 
a doctoral student (under the guidance of Dr. Il‐Yeol Song) at Drexel University in Philadelphia, USA. By participating 
in the survey, you are making contributions to understanding human behavior of managing privacy on online social 
networks. There is no foreseeable risk in participating in the survey. However, if you have questions or concerns 
about the survey, please contact Kijung Lee at kl324@drexel.edu. Personally identifiable information will not be 
recorded or revealed in public in any way and collected data will be used solely for academic purposes. 
 
Online social networks have grown exponentially in recent years. While they offer a wide range of opportunities for 
communication and information sharing, they raise issues in privacy and security. The purpose of this survey is to 
understand how people feel about their privacy and how they manage it when they use online social networks, such 
as Facebook, Myspace, Twitter, or Google+. In the questionnaire, they will be generically termed as “online social 
networks” or “social networking websites”. 
 
The survey consists of 9 sections, and will take approximately 45 minutes to an hour to complete. 
As you go through the questions, please read instructions carefully as there will be definitions and examples of 
concepts for you to understand better. 
 
The survey contains questions about your experience on online social networks. So if you don’t have any experience 
of using such service it is not necessary for you to continue. If you do have experience, please continue. 
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Background 
In the first section, we would like to have basic idea of how you use online social networks. Please answer the 
questions below. 
B1. Which social networking website do you use most often? (Please pick one. For the rest of the survey, please 
consider this website as your choice of social networking website.) 
__________ 
B2. How often do you visit the social networking website? 
o More than several times a day 
o Once or twice a day 
o Once every other day 
o Once in a week 
o Seldom 
B3. How long do you usually spend time per a visit? 
o Less than 10 minutes 
o 10‐30 minutes 
o 30‐60 minutes 
o 60‐120 minutes 
o More than 120 minutes 
B4. What is your primary method of visiting the social networking website? 
o Desktop computer 
o Laptop computer 
o Tablet computer 
o Smart phone 
o Other (Please indicate ‐ __________) (B41) 
Cultural orientation 
In this section of questionnaire, we would like to ask you about your behaviors with people in four different types of 
relationships: (1) Your Family; (2) Close Friends; (3) Colleagues; and (4) Strangers. For the purposes of this 
questionnaire, definitions of each relationship are as follows: 
YOUR FAMILY: By "family," we mean only the core, nuclear family that was present during your growing years, such as 
your mother, father, and any brothers or sisters. Do not consider other relatives such as aunts, uncles, grandparents, 
cousins, etc., as your "family" here unless they actually lived with you while you were growing up. 
CLOSE FRIENDS: By "close friends," we mean those individuals whom you consider "close;" i.e., with whom you spend 
a lot of time and/or have known for a long time. Do not consider people who are "just" acquaintances, colleagues, or 
others whom you would not consider as your close friends. Also, do not consider intimate partners (e.g., boyfriend, 
girlfriend) here, either. 
COLLEAGUES: By "colleagues," we mean those people with whom you interact on a regular basis, but with whom you 
may not be particularly close (for example, people at work, school, or a social group). Do not consider close friends on 
the one hand, or total strangers on the other. 
STRANGERS: By "strangers," we mean those people with whom you do not interact on a regular basis, and whom you 
do not know (i.e., total strangers such as people in the subway, on the street, at public events, etc.). Do not consider 
friends, acquaintances, or family. 
You can refer to this list as many times as you want when completing your ratings. 
PART I: Behavior ‐ offline 
In this section, tell us about your offline (i.e., real life) behaviors when interacting with people in the four relationship 
groups. That is, we want to know how often you actually engage in each of the following when interacting with 
people in these relationship groups in your real life. Use the following rating scale to tell us how often you engage in 
each type of behavior. 
                                                                                                
CR1. Maintain self‐control toward them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR14) 
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CR2. Share credit for their accomplishments.      
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR24) 
CR3. Share blame for their failures.    
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR34) 
CR4. Respect and honor their traditions and customs. 
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR44) 
CR5. Be loyal to them. 
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR54) 
CR6. Sacrifice your goals for them.       
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR61) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR62) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR63) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR64) 
 
CR7. Sacrifice your possessions for them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR71) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR72) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR73) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR74) 
CR8. Respect them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR81) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR82) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR83) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR84) 
CR9. Compromise your wishes to act in unison with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR91) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR92) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR93) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR94) 
CR10. Maintain harmonious relationships with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR101) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR102) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR103) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR104) 
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CR11. Nurture or help them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR111) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR112) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR113) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR114) 
CR12. Maintain a stable environment (e.g., maintain the status quo) with them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR121) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR122) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR123) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR124) 
CR13. Exhibit “proper” manners and etiquette, regardless of how you really feel, toward them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR131) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR132) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR133) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR134) 
CR14. Be like or similar to them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR141) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR142) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR143) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR144) 
CR15. Accept awards, benefits, or recognition based only on age or position rather than merit from them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR151) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR152) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR153) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR154) 
CR16. Cooperate with them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR161) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR162) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR163) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR164) 
CR17. Communicate verbally with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR171) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR172) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR173) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR174) 
CR18. "Save face" for them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR181) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR182) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR183) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR184) 
CR19. Follow norms established by them. 
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CR191) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CR192) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CR193) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CR194) 
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PART II: Behaviors – Social networking Site 
In this section, tell us about your behaviors on the social networking website when interacting with people in the four 
relationship groups. That is, we want to know how often you actually engage in each of the following when 
interacting with people in these relationship groups on the social networking website of your choice. (Among the four 
social groups, if you have a social group that is not in your online social network contacts, please indicate minimum 
rating). Use the following rating scale to tell us how often you engage in each type of behavior. 
 
CO1. Maintain self‐control toward them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO14) 
CO2. Share credit for their accomplishments.      
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO24) 
CO3. Share blame for their failures.    
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO34) 
CO4. Respect and honor their traditions and customs. 
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO44) 
CO5. Be loyal to them. 
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO54) 
CO6. Sacrifice your goals for them.       
Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO61) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO62) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO63) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO64) 
 
CO7. Sacrifice your possessions for them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO71) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO72) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO73) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO74) 
CO8. Respect them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO81) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO82) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO83) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO84) 
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CO9. Compromise your wishes to act in unison with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO91) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO92) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO93) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO94) 
CO10. Maintain harmonious relationships with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO101) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO102) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO103) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO104) 
CO11. Nurture or help them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO111) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO112) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO113) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO114) 
CO12. Maintain a stable environment (e.g., maintain the status quo) with them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO121) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO122) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO123) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO124) 
CO13. Exhibit “proper” manners and etiquette, regardless of how you really feel, toward them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO131) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO132) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO133) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO134) 
CO14. Be like or similar to them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO141) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO142) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO143) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO144) 
CO15. Accept awards, benefits, or recognition based only on age or position rather than merit from them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO151) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO152) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO153) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO154) 
CO16. Cooperate with them.   
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO161) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO162) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO163) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO164) 
CO17. Communicate verbally with them.  
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO171) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO172) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO173) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO174) 
   
99 
 
CO18. "Save face" for them.    
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO181) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO182) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO183) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO184) 
CO19. Follow norms established by them. 
    Never            All the time 
Family    ○  ○  ○  ○  ○  ○  ○  (CO191) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (CO192) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (CO193) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (CO194) 
Gender orientation 
We understand that your traits in real life and on online social networks may differ. Please rate the degree that comes 
up on your mind first as soon as you see the listed words. Try not to be too concerned with your answers.  
Part1 ‐ offline 
In this section, tell us how you consider yourself in real life. Rate yourself on each item from 1 (almost never) to 7 
(almost always). Please rate the degree that comes up on your mind first as soon as you see the listed words. 
 
        Almost Never          Almost 
always 
Affectionate      ○  ○  ○  ○  ○  ○  ○
  (GR11) 
Warm        ○  ○  ○  ○  ○  ○  ○
  (GR12) 
Aggressive      ○  ○  ○  ○  ○  ○  ○
  (GR13) 
Gentle        ○  ○  ○  ○  ○  ○  ○
  (GR14) 
Tender        ○  ○  ○  ○  ○  ○  ○
  (GR15) 
Independent      ○  ○  ○  ○  ○  ○  ○
  (GR16) 
Sensitive to needs of others    ○  ○  ○  ○  ○  ○  ○
  (GR17) 
Eagers to soothes hurt feelings  ○  ○  ○  ○  ○  ○  ○
  (GR18) 
Forceful        ○  ○  ○  ○  ○  ○  ○
  (GR19) 
Loves children      ○  ○  ○  ○  ○  ○  ○
  (GR110) 
Willing to take a stand    ○  ○  ○  ○  ○  ○  ○
  (GR111) 
Defends own beliefs    ○  ○  ○  ○  ○  ○  ○
  (GR112) 
Sympathetic      ○  ○  ○  ○  ○  ○  ○
  (GR113) 
Has leadership abilities    ○  ○  ○  ○  ○  ○  ○
  (GR114) 
Has strong personality    ○  ○  ○  ○  ○  ○  ○
  (GR115) 
Understanding      ○  ○  ○  ○  ○  ○  ○
  (GR116) 
Dominant      ○  ○  ○  ○  ○  ○  ○
  (GR117) 
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Compassionate      ○  ○  ○  ○  ○  ○  ○
  (GR118) 
Assertive       ○  ○  ○  ○  ○  ○  ○
  (GR119) 
Willing to take risks    ○  ○  ○  ○  ○  ○  ○
  (GR120) 
 
Part2 – Social Networking Site 
In this section, tell us feelings about your own trait on the choice of your social networking website. Rate yourself on 
each item from 1 (never or almost true) to 7 (always or almost true).  
Please rate the degree that comes up on your mind first as soon as you see the listed words. 
 
        Almost Never          Almost 
always 
Affectionate      ○  ○  ○  ○  ○  ○  ○
  (GO11) 
Warm        ○  ○  ○  ○  ○  ○  ○
  (GO12) 
Aggressive      ○  ○  ○  ○  ○  ○  ○
  (GO13) 
Gentle        ○  ○  ○  ○  ○  ○  ○
  (GO14) 
Tender        ○  ○  ○  ○  ○  ○  ○
  (GO15) 
Independent      ○  ○  ○  ○  ○  ○  ○
  (GO16) 
Sensitive to needs of others    ○  ○  ○  ○  ○  ○  ○
  (GO17) 
Eagers to soothes hurt feelings  ○  ○  ○  ○  ○  ○  ○
  (GO18) 
Forceful        ○  ○  ○  ○  ○  ○  ○
  (GO19) 
Loves children      ○  ○  ○  ○  ○  ○  ○
  (GO110) 
Willing to take a stand    ○  ○  ○  ○  ○  ○  ○
  (GO111) 
Defends own beliefs    ○  ○  ○  ○  ○  ○  ○
  (GO112) 
Sympathetic      ○  ○  ○  ○  ○  ○  ○
  (GO113) 
Has leadership abilities    ○  ○  ○  ○  ○  ○  ○
  (GO114) 
Has strong personality    ○  ○  ○  ○  ○  ○  ○
  (GO115) 
Understanding      ○  ○  ○  ○  ○  ○  ○
  (GO116) 
Dominant      ○  ○  ○  ○  ○  ○  ○
  (GO117) 
Compassionate      ○  ○  ○  ○  ○  ○  ○
  (GO118) 
Assertive       ○  ○  ○  ○  ○  ○  ○
  (GO119) 
Willing to take risks    ○  ○  ○  ○  ○  ○  ○
  (GO120) 
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Perceived Risk / Benefit ratio of disclosure 
While using online social networks, we sometimes make choices whether to disclose our personal information or not. 
During the course of disclosure, we may intentionally or unintentionally weigh benefits and risks and come to the 
desired action of revealing personal information. This section inquires your general opinion about the weighing 
process and behavioral preference of disclosure on your choice of social networking website. Please read the 
statements indicating benefit of disclosing and indicate how much degree you agree or disagree with the statements. 
Then, also indicate the degree to which you agree to 5 risky situations for each benefit of disclosure. We understand 
that your feelings can be different for the social group you are interacting with. So, we defined four different social 
groups same as previous questions: (1) Your Family; (2) Close Friends; (3) Colleagues; and (4) Strangers. For the 
purposes of this questionnaire, definitions of each relationship are as follows: 
YOUR FAMILY: By "family," we mean only the core, nuclear family that was present during your growing years, such as 
your mother, father, and any brothers or sisters. Do not consider other relatives such as aunts, uncles, grandparents, 
cousins, etc., as your "family" here unless they actually lived with you while you were growing up. 
CLOSE FRIENDS: By "close friends," we mean those individuals whom you consider "close;" i.e., with whom you spend 
a lot of time and/or have known for a long time. Do not consider people who are "just" acquaintances, colleagues, or 
others whom you would not consider as your close friends. Also, do not consider intimate partners (e.g., boyfriend, 
girlfriend) here, either. 
COLLEAGUES: By "colleagues," we mean those people with whom you interact on a regular basis, but with whom you 
may not be particularly close (for example, people at work, school, or a social group). Do not consider close friends on 
the one hand, or total strangers on the other. 
STRANGERS: By "strangers," we mean those people with whom you do not interact on a regular basis, and whom you 
do not know (i.e., total strangers such as people in the subway, on the street, at public events, etc.). Do not consider 
friends, acquaintances, or family. 
You can refer to this list as many times as you want when completing your ratings. 
 
When benefit is EXPRESSION: By telling others something private, we may be more able to cope with the information. 
If a person close to us died, we might want to express our grief by talking about our feelings. 
RBE0. Do you agree with the statement? 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE01) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE02) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE03) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE04) 
RBE1. Expressing my personal feelings to others on social networking website is risky because it may jeopardize my 
personal safety or the safety of others (security risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE14) 
RBE2. Expressing my personal feelings to others on social networking website is risky because others might negatively 
evaluate behaviors or opinions of me (stigma risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE24) 
RBE3. Expressing my personal feelings to others on social networking website is risky because it may cause me 
embarrassment (face risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE34) 
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RBE4. Expressing my personal feelings to others on social networking website is risky because it may pose a threat to 
the relationship with communicating others (relationship risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE44) 
RBE5. Expressing my personal feelings to others on social networking website is risky because it can potentially 
jeopardize my standing (role risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBE51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBE52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBE53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBE54) 
 
When benefit is SELF‐CLARIFICATION: Verbalizing our private feelings lets us formulate how we might come to think 
about issues important to us. 
RBC0. Do you agree with the statement? 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC01) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC02) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC03) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC04) 
 
RBC1. Verbalizing my private feelings for clarification on social networking website is risky because it may jeopardize 
my personal safety or the safety of others (security risk). 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC14) 
RBC2. Verbalizing my private feelings for clarification on social networking website is risky because others might 
negatively evaluate behaviors or opinions of me (stigma risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC24) 
RBC3. Verbalizing my private feelings for clarification on social networking website is risky because may cause me 
embarrassment (face risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC34) 
RBC4. Verbalizing my private feelings for clarification on social networking website is risky because it may pose a 
threat to the relationship (relationship risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC44) 
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RBC5. Verbalizing my private feelings for clarification on social networking website is risky because it can potentially 
jeopardize my standing (role risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBC51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBC52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBC53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBC54) 
 
When benefit is SOCIAL‐VALIDATION: Telling others how we feel might lead them to reinforce our views or values. 
RBV0. Do you agree with the statement? 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV01) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV02) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV03) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV04) 
RBV1. Revealing my private feelings for validation from others on social networking website is risky because it may 
jeopardize my personal safety or the safety of others. (security risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV14) 
RBV2. Revealing my private feelings for validation from others on social networking website is risky because others 
might negatively evaluate behaviors or opinions of me (stigma risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV24) 
RBV3. Revealing my private feelings for validation from others on social networking website is risky because it may 
cause me embarrassment (face risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV34) 
RBV4. Revealing my private feelings for validation from others on social networking website is risky because it may 
pose a threat to the relationship (relationship risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV44) 
RBV5. Revealing my private feelings for validation from others on social networking website is risky because it can 
potentially jeopardize my standing (role risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBV51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBV52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBV53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBV54) 
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When benefit is RELATIONSHIP DEVELOPMENT: We may enhance the nature of significant relationships with others 
by revealing private information. 
RBR0. Do you agree with the statement? 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR01) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR02) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR03) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR04) 
RBR1. Revealing my personal information for better relationship with others on social networking website is risky 
because it may jeopardize my personal safety or the safety of others. (security risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR14) 
RBR2. Revealing my personal information for better relationship with others on social networking website is risky 
because others might negatively evaluate behaviors or opinions of me (stigma risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR24) 
RBR3. Revealing my personal information for better relationship with others on social networking website is risky 
because may cause me embarrassment (face risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR34) 
RBR4. Revealing my personal information for better relationship with others on social networking website is risky 
because it may pose a threat to the relationship (relationship risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR44) 
RBR5. Revealing my personal information for better relationship with others on social networking website is risky 
because it can potentially jeopardize my standing (role risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBR51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBR52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBR53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBR54) 
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When benefit is SOCIAL CONTROL: By telling friends or partners how we feel about an issue, we might have the 
power to influence the way they consider a topic. 
RBS0. Do you agree with the statement? 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS01) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS02) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS03) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS04) 
RBS1. Revealing my personal information to gain social control from others on social networking website is risky 
because it may jeopardize my personal safety or the safety of others. (security risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS14) 
RBS2. Revealing my personal information to gain social control from others on social networking website is risky 
because others might negatively evaluate behaviors or opinions of me (stigma risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS24) 
RBS3. Revealing my personal information to gain social control from others on social networking website is risky 
because it may cause me embarrassment (face risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS34) 
RBS4. Revealing my personal information to gain social control from others on social networking website is risky 
because it may pose a threat to the relationship (relationship risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS44) 
RBS5. Revealing my personal information to gain social control from others on social networking website is risky 
because it can potentially jeopardize my standing (role risk) 
Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (RBS51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (RBS52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (RBS53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (RBS54) 
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Communication apprehension 
In this section, we would like to ask your feelings about communicating with other people. Please indicate the degree 
to which each statement applies to you by marking whether you strongly disagree, disagree, somewhat disagree, 
undecided, somewhat agree, agree or strongly agree. 
CA22. My thoughts become confused and jumbled when I am giving a speech.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA4. I like to get involved in group discussions.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA7. Generally, I am nervous when I have to participate in a meeting.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA3. I am tense and nervous while participating in group discussions.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA18. I'm afraid to speak up in conversations. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA9. I am very calm and relaxed when I am called upon to express an opinion at meeting. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA10. I am afraid to express myself at meetings.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA6. I am calm and relaxed while participating in group discussions.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA19. I have no fear of giving a speech.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA12. I am very relaxed when answering questions at a meeting.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA13. While participating in a conversation with a new acquaintance, I feel very nervous. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA21. I feel relaxed while giving a speech.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA2. Generally, I am comfortable while participating in group discussions.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA14. I have no fear of speaking up in conversations.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA1. I dislike participating in group discussions.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA15. Ordinarily I am very tense and nervous in conversations. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA5. Engaging in a group discussion with new people makes me tense and nervous. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA11. Communicating at meetings usually makes me uncomfortable.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA16. Ordinarily I am very calm and relaxed in conversations.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA24. While giving a speech, I get so nervous I forget facts I really know. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA17. While conversing with a new acquaintance, I feel very relaxed.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA8. Usually I am calm and relaxed while participating in meetings.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA20. Certain parts of my body feel very tense and rigid while giving a speech.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CA23. I face the prospect of giving a speech with confidence.  
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
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Interpersonal Communication Motive 
In this section, we are interested in the reasons you talk to others on the online social network of your choice. We 
have listed some reasons people give for why they talk to other people. For each statement, please indicate the 
degree that best expresses your own reasons for talking to others. 
 
“I talk to people on the online social network. . .” 
CM2. Because it’s exciting 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM5. Because it’s stimulating 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM7. Because I enjoy it 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM22. Because it allows me to unwind 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM23. Because it’s a pleasant rest 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM8. Because it peps me up 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM9. To help others 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM10. To let others know I care about their feelings 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM17. To put off something I should be doing 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM1. Because it’s fun 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM25. Because I want someone to do something for me 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM12. To show others encouragement 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM15. Because it makes me feel less lonely 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM3. To have a good time 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM4. Because it’s thrilling 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM26. To tell others what to do 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM27. To get something I don’t have 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM6. Because it’s entertaining 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM16. Because it’s reassuring to know someone is there 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM19. Because I have nothing better to do 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM20. To get away from pressures and responsibilities 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM21. Because it relaxes me 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM11. To thank them 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM18To get away from what I’m doing 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM13. Because I’m concerned about them 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
CM14. Because I need someone to talk to about my problems sometimes 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
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CM24. Because it makes me feel less tense 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
Self‐disclosure 
Please mark the following statements to reflect how you communicate with people you meet on the social 
networking website. Indicate the degree to which the following statements reflect how you communicate with people 
in each social group by marking whether you strongly agree, agree, somewhat agree, undecided, somewhat disagree, 
disagree, or strongly disagree. 
The social groups are: (1) Your Family; (2) Close Friends; (3) Colleagues; and (4) Strangers. For the purposes of this 
questionnaire, definitions of each relationship are as follows: 
YOUR FAMILY: By "family," we mean only the core, nuclear family that was present during your growing years, such as 
your mother, father, and any brothers or sisters. Do not consider other relatives such as aunts, uncles, grandparents, 
cousins, etc., as your "family" here unless they actually lived with you while you were growing up. 
CLOSE FRIENDS: By "close friends," we mean those individuals whom you consider "close;" i.e., with whom you spend 
a lot of time and/or have known for a long time. Do not consider people who are "just" acquaintances, colleagues, or 
others whom you would not consider as your close friends. Also, do not consider intimate partners (e.g., boyfriend, 
girlfriend) here, either. 
COLLEAGUES: By "colleagues," we mean those people with whom you interact on a regular basis, but with whom you 
may not be particularly close (for example, people at work, school, or a social group). Do not consider close friends on 
the one hand, or total strangers on the other. 
STRANGERS: By "strangers," we mean those people with whom you do not interact on a regular basis, and whom you 
do not know (i.e., total strangers such as people in the subway, on the street, at public events, etc.). Do not consider 
friends, acquaintances, or family. 
You can refer to this list as many times as you want when completing your ratings. 
 
SD1. I am always honest in my self‐disclosures to those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD11) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD12) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD13) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD14) 
SD5. I always feel completely sincere when I reveal my own feelings and experiences to those I meet on the social 
networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD51) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD52) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD53) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD54) 
SD12. I often disclose negative things about myself to those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD121) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD122) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD123) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD124) 
SD7. I often discuss my feelings about myself with those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD71) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD72) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD73) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD74) 
SD8. My statements of my feelings are usually brief with those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD81) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD82) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD83) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD84) 
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SD9. I usually communicate about myself for fairly long periods at a time with those I meet on the social networking 
website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD91) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD92) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD93) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD94) 
SD10. I do not often communicate about myself with those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD101) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD102) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD103) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD104) 
SD2. My statements about my feelings, emotions, and experiences to those I meet on the social networking website 
are always accurate self‐perceptions. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD21) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD22) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD23) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD24) 
SD3. The things I reveal about myself to those I meet on the social networking website are always accurate reflections 
of who I really am. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD31) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD32) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD33) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD34) 
SD13. I usually disclose only positive things about myself with those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD131) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD132) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD133) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD134) 
SD4. I am not always honest in my self‐disclosures with those I meet on the social networking website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD41) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD42) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD43) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD44) 
SD16. When I reveal my feelings about myself to those I meet on the social networking website, I consciously intend 
to do so. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD161) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD162) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD163) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD164) 
SD6. I do not always feel completely sincere when I reveal my own feelings, emotions, behaviors, or experiences to 
those I meet on the social network website. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD61) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD62) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD63) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD64) 
SD11. I don’t express my personal beliefs and opinions to those I meet on the social networking website very often. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD111) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD112) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD113) 
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Strangers   ○  ○  ○  ○  ○  ○  ○  (SD114) 
SD14. On the whole, my disclosures about myself to those I meet on the social networking website are more positive 
than negative. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD141) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD142) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD143) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD144) 
SD15. When I express my personal feelings with those I meet on the social networking website, I am always aware of 
what I am doing and saying. 
    Strongly disagree          Strongly agree 
Family    ○  ○  ○  ○  ○  ○  ○  (SD151) 
Close Friends  ○  ○  ○  ○  ○  ○  ○  (SD152) 
Colleagues  ○  ○  ○  ○  ○  ○  ○  (SD153) 
Strangers   ○  ○  ○  ○  ○  ○  ○  (SD154) 
 
Behavior of privacy management 
Although there may be different degrees and ways, people manage their privacy on social networking websites. In 
this section, we try to discover why and how people manage their privacy on social networking websites. Specifically, 
we are interested in your personal opinions regarding; 1) controlling flow of private information, 2) assigning different 
access privilege to different people, and 3) revealing private information selectively.  Please read each question 
carefully and answer it to the best of your ability.  There are no correct or incorrect responses; we are merely 
interested in your personal point of view. 
PART1 – Permeability: Control of information flow  
One way of managing your privacy on social networking website is to adjust the amount of private information 
flowing in and out, hence manage the amount of personal interaction with people on social networking website. Your 
communication with others often contains personal information; postings that you make on your wall or others’ walls, 
or those on their own wall or on your wall, in the form of writing, picture, and video. The main idea of managing 
privacy in this section is that by managing the amount of personal interaction on social networking website, you can 
achieve the amount of privacy that you desire. For example, if you want more privacy, you can reduce the amount of 
personal interaction by limiting private information flow. Or if you want less privacy, you can increase the amount of 
personal interaction by allowing more flow of private information. 
 
PG. Please think about your experience or expectation of experience on your choice of social networking website. In 
order to satisfy your needs for privacy in controlling incoming or outgoing information, what kinds of functions would 
you like to use as part of the service? List a few… 
_________ 
 
PAI. For me to decrease incoming flow of private information to limit interaction with friends in the everyday use of 
social networking website is… 
Good    ○  ○  ○  ○  ○  ○  ○    Bad 
  (PA1) 
Pleasant    ○  ○  ○  ○  ○  ○  ○    Unpleasant
  (PA2) 
Useful    ○  ○  ○  ○  ○  ○  ○    Useless 
  (PA3) 
Harmful    ○  ○  ○  ○  ○  ○  ○    Beneficial 
  (PA4) 
Meaningless  ○  ○  ○  ○  ○  ○  ○    Meaningful
  (PA5) 
Rewarding  ○  ○  ○  ○  ○  ○  ○    Punishing 
  (PA6) 
Wise    ○  ○  ○  ○  ○  ○  ○    Foolish 
  (PA7) 
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PNI1. Most people who are important to me approve of my decreasing incoming flow of private information to limit 
interaction with friends in the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PCI1. For me to decrease incoming flow of private information to limit interaction with friends in the everyday use of 
social networking website is… 
Impossible  ○  ○  ○  ○  ○  ○  ○  Possible 
PII1. I plan to decrease incoming flow of private information to limit interaction with friends in the everyday use of 
social networking website 
Extremely likely  ○  ○  ○  ○  ○  ○  ○  Extremely unlikely 
PCI3. Whether or not I decrease incoming flow of private information to limit interaction with friends in the everyday 
use of social networking website is completely up to me. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PNI2. Most people whose opinions I value would approve of my decreasing incoming flow of private information to 
limit interaction with friends in the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PII2. I intend to decrease incoming flow of private information to limit interaction with friends in the everyday use of 
social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PCI2. I am confident that if I wanted to I could decrease incoming flow of private information to limit interaction with 
friends in the everyday use of social networking website. 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
PII4. I will make an effort to decrease incoming flow of private information to limit interaction with friends in the 
everyday use of social networking website 
I definitely will  ○  ○  ○  ○  ○  ○  ○  I definitely will not 
PCI4. For me to decrease incoming flow of private information to limit interaction with friends in the everyday use of 
social networking website is… 
Extremely difficult  ○  ○  ○  ○  ○  ○  ○  Extremely easy 
PII3. It is expected of me that I decrease incoming flow of private information to limit interaction with friends in the 
everyday use of social networking website 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
 
PAO. For me to decrease outgoing flow of private information to limit interaction with friends in the everyday use of 
social networking website is… 
Good    ○  ○  ○  ○  ○  ○  ○    Bad 
Pleasant    ○  ○  ○  ○  ○  ○  ○    Unpleasant 
Useful    ○  ○  ○  ○  ○  ○  ○    Useless 
Harmful    ○  ○  ○  ○  ○  ○  ○    Beneficial 
Meaningless  ○  ○  ○  ○  ○  ○  ○    Meaningful 
Rewarding  ○  ○  ○  ○  ○  ○  ○    Punishing 
Wise    ○  ○  ○  ○  ○  ○  ○    Foolish 
 
PNO1. Most people who are important to me approve of my decreasing outgoing flow of private information to limit 
interaction with friends in the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PCO1. For me to decrease outgoing flow of private information to limit interaction with friends in the everyday use of 
social networking website is… 
Impossible  ○  ○  ○  ○  ○  ○  ○  Possible 
PCO2. I am confident that if I wanted to I could decrease outgoing flow of private information to limit interaction with 
friends in the everyday use of social networking website 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
PNO2. Most people whose opinions I value would approve of my decreasing outgoing flow of private information to 
limit interaction with friends in the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PIO3. It is expected of me that I decrease outgoing flow of private information to limit interaction with friends in the 
everyday use of social networking website 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
PIO1. I plan to decrease outgoing flow of private information to limit interaction with friends in the everyday use of 
social networking website 
112 
 
Extremely likely  ○  ○  ○  ○  ○  ○  ○  Extremely unlikely 
PIO4. I will make an effort to decrease outgoing flow of private information to limit interaction with friends in the 
everyday use of social networking website 
I definitely will  ○  ○  ○  ○  ○  ○  ○  I definitely will not 
PCO3. Whether or not I decrease outgoing flow of private information to limit interaction with friends in the everyday 
use of social networking website is completely up to me 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PIO2. I intend to decrease outgoing flow of private information to limit interaction with friends in the everyday use of 
social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
PCO4. For me to decrease outgoing flow of private information to limit interaction with friends in the everyday use of 
social networking website 
Extremely difficult  ○  ○  ○  ○  ○  ○  ○  Extremely easy 
Part 2 ‐ Boundary ownership: assign different access privilege to different people  
 
BG. Please think about your experience or expectation of experience on your choice of social networking website. In 
order to satisfy your needs for privacy in assigning different access privilege to different people, what kinds of 
functions would you like to use as part of the service? List a few… 
_________ 
 
BA. For me to assign different access privilege to different people in the everyday use of social networking website 
is… 
Good    ○  ○  ○  ○  ○  ○  ○    Bad 
Pleasant    ○  ○  ○  ○  ○  ○  ○    Unpleasant 
Useful    ○  ○  ○  ○  ○  ○  ○    Useless 
Harmful    ○  ○  ○  ○  ○  ○  ○    Beneficial 
Meaningless  ○  ○  ○  ○  ○  ○  ○    Meaningful 
Rewarding  ○  ○  ○  ○  ○  ○  ○    Punishing 
Wise    ○  ○  ○  ○  ○  ○  ○    Foolish 
 
BN1. Most people who are important to me approve of my assigning different access privilege to different people in 
the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
BN2. Most people whose opinions I value would approve of my assigning different access privilege to different people 
in the everyday use of social networking website 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
BI4. I will make an effort to assign different access privilege to different people in the everyday use of social 
networking website. 
I definitely will  ○  ○  ○  ○  ○  ○  ○  I definitely will not 
BC3. Whether or not I assign different access privilege to different people in the everyday use of social networking 
website is completely up to me. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
BI1. I plan to assign different access privilege to different people in the everyday use of social networking website. 
Extremely likely  ○  ○  ○  ○  ○  ○  ○  Extremely unlikely 
BC1. For me to assign different access privilege to different people in the everyday use of social networking website 
is… 
Impossible  ○  ○  ○  ○  ○  ○  ○  Possible 
BC2. I am confident that if I wanted to I could assign different access privilege to different people in the everyday use 
of social networking website. 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
BI2. I intend to assign different access privilege to different people in the everyday use of social networking website. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
BC4. For me to assign different access privilege to different people in the everyday use of social networking website 
is… 
Extremely difficult  ○  ○  ○  ○  ○  ○  ○  Extremely easy 
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BI3. It is expected of me that I assign different access privilege to different people in the everyday use of social 
networking website. 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
 
Part 3 – Boundary linkage: selectively reveal private information  
 
LG. Please think about your experience or expectation of experience on your choice of social networking website. In 
order to satisfy your needs for privacy in selectively revealing private information, what kinds of functions would you 
like to use as part of social networking website service? List a few… 
__________ 
 
LA. For me to selectively reveal private information in the everyday use of social networking website is… 
Good    ○  ○  ○  ○  ○  ○  ○    Bad 
Pleasant    ○  ○  ○  ○  ○  ○  ○    Unpleasant 
Useful    ○  ○  ○  ○  ○  ○  ○    Useless 
Harmful    ○  ○  ○  ○  ○  ○  ○    Beneficial 
Meaningless  ○  ○  ○  ○  ○  ○  ○    Meaningful 
Rewarding  ○  ○  ○  ○  ○  ○  ○    Punishing 
Wise    ○  ○  ○  ○  ○  ○  ○    Foolish 
 
LN1. Most people who are important to me approve of my selectively revealing private information in the everyday 
use of social networking website. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
LI3. It is expected of me that I selectively reveal private information in the everyday use of social networking website. 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
LC2. I am confident that if I wanted to I could selectively reveal private information in the everyday use of social 
networking website 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
LN2. Most people whose opinions I value would approve of my selectively revealing private information in the 
everyday use of social networking website. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
LC1. For me to selectively reveal private information in the everyday use of social networking website is 
Impossible  ○  ○  ○  ○  ○  ○  ○  Possible 
LC2. I am confident that if I wanted to I could selectively reveal private information in the everyday use of social 
networking website 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
LI2. I intend to selectively reveal private information in the everyday use of social networking website. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
LN2. Most people whose opinions I value would approve of my selectively revealing private information in the 
everyday use of social networking website. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
LC4. For me to selectively reveal private information in the everyday use of social networking website 
Extremely difficult  ○  ○  ○  ○  ○  ○  ○  Extremely easy 
LI1. I plan to selectively reveal private information in the everyday use of social networking website. 
Extremely likely  ○  ○  ○  ○  ○  ○  ○  Extremely unlikely 
LI3. It is expected of me that I selectively reveal private information in the everyday use of social networking website. 
Definitely true  ○  ○  ○  ○  ○  ○  ○  Definitely false 
LI4. I will make an effort to selectively reveal private information in the everyday use of social networking website. 
I definitely will  ○  ○  ○  ○  ○  ○  ○  I definitely will not 
LC3. Whether or not I selectively reveal private information in the everyday use of social networking website is 
completely up to me. 
Strongly disagree  ○  ○  ○  ○  ○  ○  ○  Strongly agree 
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Demography 
DG. What is your gender? 
○ Male  ○ Female   
DA. Which category below includes your age? 
o 18‐20 
o 21‐29 
o 30‐39 
o 40‐49 
o 50‐59 
o 60 or older 
DE. What is the highest level of school you have completed or the highest degree you have received? 
o Less than high school degree 
o High school degree or equivalent (e.g., GED) 
o Some college but no degree 
o Associate degree 
o Bachelor degree 
o Graduate degree 
DS. In which state in United States do you reside currently? 
 
Thank you for your participation. 
IF you have questions or concerns, please email Kijung Lee at kl324@drexel.edu. 
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